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Welcome to this installment of The Concurrency Column. In this issue, we
are pleased to present two outstanding contributions that significantly advance the
formal verification and behavioral safety of message-passing concurrent systems
through global protocol models.

The first contribution is by Elaine Li, summarizing the foundational theoretical
and practical breakthroughs of her doctoral thesis, “Decision Problems for Global
Protocol Specifications.” As message-passing concurrency forms the bedrock of
modern distributed systems, verifying communication protocols remains a critical
challenge. High-level global protocol specifications (such as Message Sequence
Charts, session types, and choreographies) offer a powerful top-down paradigm by
describing interactions from a synchronous, bird’s-eye view, ruling out major coor-
dination errors by construction. However, implementing these specifications across
asynchronous distributed networks introduces deep algorithmic complexities. In
this article, Li addresses three central problems in global protocol verification:
implementability, synthesis, and subtyping. Rather than treating these challenges
in isolation, she provides a unifying semantic lens rooted in formal language and
automata theory. This foundational approach yields precise, sound, and complete
characterizations, highlighted by the formulation of “Coherence Conditions.” No-
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tably, these results are fully mechanized in the Rocq interactive theorem prover
and implemented practically within the verification tool SPROUT.

The second contribution, “Typing Scalas-Yoshida Benchmarks” by Franco
Barbanera, Mariangiola Dezani-Ciancaglini, and Ugo de’ Liguoro, explores the
practical expressive power of modern session type frameworks. The authors
demonstrate how the challenging Scalas-Yoshida "Less Is More" benchmark proto-
cols—including service-client authentication and recursive Map/Reduce—can be
successfully represented and typed within the Simple Multiparty Sessions (SMPS)
framework. By reconstructing suitable global types, they show that SMPS can
seamlessly type protocols that are typically problematic or unprojectable in stan-
dard multiparty session type settings, all while firmly retaining critical behavioral
guarantees like session fidelity and lock-freedom.

Together, these two papers provide an essential reference for researchers and
practitioners designing robust, typesafe concurrent frameworks.



DEcisioN PROBLEMS FOR
GLOBAL PROTOCOL SPECIFICATIONS

Elaine Li

Abstract

Concurrency is ubiquitous in modern computing, message passing is a ma-
jor concurrency paradigm, and communication protocols are therefore a key
target for formal verification. Global protocol specifications synchronously
describe the message-passing behaviors of all protocol participants from a
bird’s-eye view, and thus rule out large classes of communication errors by
construction. Global protocols are adopted in industry by the ITU standard
and UML, and are widely studied in academia in the form of high-level
message sequence charts, session types and choreographic programs. This
paper summarizes theoretical and practical contributions from the author’s
Ph.D. thesis to three problems central to global protocol verification: im-
plementability, synthesis, and subtyping. Implementability asks whether a
protocol admits a distributed implementation, synthesis in turn computes one,
and subtyping asks whether an admissible implementation can be substituted
in whole or part to yield fewer behaviors. This paper situates these results in
relation to one another, through the unifying semantic lens of formal language
and automata theory.

1 Introduction

Concurrency is ubiquitous in modern computing, message passing is a major con-
currency paradigm, and communication protocols are therefore a prime target for
formal verification. Writing implementations for each protocol participant individ-
ually, such that their composition is free from communication errors and deadlocks,
is challenging and error-prone. One salient methodology for verifying communica-
tion protocols centers around the abstraction of a global protocol. Global protocols
specify the message-passing behaviors of all protocol participants synchronously,
and from a bird’s eye view, thus ruling out large classes of communication errors
by construction. Global protocols are then used as a blueprint from which to syn-
thesize correct-by-construction distributed implementations. Due to their attractive
simplicity, global protocols are widely studied in academia, predominantly in the



—
(O8]

S W; W
half

full half

half

half

‘S Wi Wp
\
\

Figure 1: Task scheduling protocol.

form of high-level message sequence charts (HMSCs) [52]], multiparty session
types (MSTs) [29], and choreographic programs [13]]. Message sequence charts
represent global protocols using a graph-based visual formalism, and their theoreti-
cal aspects have been thoroughly investigated [23-25,/52,64]]. MSCs found early
industry adoption by the ITU standard [33] in 1993, was subsequently incorporated
into UML [60] in 2005, and is part of the Web Service Choreography Description
Language [72]. MST frameworks represent global protocols as syntactic types,
and provide an end-to-end workflow from local type projection to type check-
ing of distributed processes. MST frameworks have been implemented in over a
dozen programming languages, including Python [16,55,)57], Java [30,31], C [58]],
Go [6,38], Scala [7]], Rust [14,[36], OCaml [32] and F# [56]. Applications of
MSTs include operating systems [[19]], high performance computing [28,,54,59],
cyber-physical systems [[50,51], and web services [[74]]. Choreographic program-
ming frameworks represent global protocols as global programs, and have been
implemented in Java [26]], Haskell [|66], Rust [34,39] and applied to distributed
architecture [61]], cryptographic security protocols [22], and cyber-physical sys-
tems [12]]. We refer the reader to [73]] and [53]] for a comprehensive survey of MST
and choreography applicability respectively.

We use the example of a task scheduling protocol to illustrate the top-down ver-
ification methodology of global protocols, and introduce its key decision problems.

Global protocol specification. Fig. [T|depicts the global specification of the task
scheduling protocol as an HMSC. In each HMSC vertex, vertical lines depict
protocol participants, and horizontal arrows from the sender to the receiver depict
synchronous message exchanges. HMSC edges depict global control flow con-
structs like recursion and non-deterministic choice. The task scheduling protocol
involves three participants: a scheduler s, and two workers w; and w,. The protocol



operates in a loop, but we omit back-edges to the initial vertex for readability. In
each loop iteration, s chooses between assigning the entirety of a task to w; only,
to w, only, or splitting the workload between the two workers. The first two cases
correspond to branches 1 and 2, where s sends a full message to the respective
worker. The third case corresponds to branch 3, where s sends a half message
to both workers. Worker w, always completes its assigned task immediately and
sends it back to s, by echoing the message it received from s. Worker w; may
choose to behave like w, (branches b and d), or may choose to delegate some or all
of its work to w, (branches a and c).

Implementability. The implementability problem was introduced for MSCs
in [2], where it is referred to as deadlock-free realizability, or safe realizability.
Implementability is also referred to as projectability in the MST literature. Im-
plementability asks whether the global protocol, specified from the perspective
of an omniscient coordinator, can be realized in a distributed setting, i.e. in the
absence of such a coordinator, where participants can only gain information about
the global protocol state by sending and receiving messages asynchronously. In
particular, local participants should never deadlock, and should altogether behave
consistently according to a single global run, executing send and receive actions
in exactly the prescribed order. We refer to the latter property as protocol fidelity.
Non-implementability arises when a participant’s local information is insufficient
for correctly determining its next action.

Synthesizing local implementations. If the protocol is implementable, the next
step is to synthesize local implementations. Synthesis from specifications was
first formulated by Church in 1957 [9] for logical circuits, and has been widely
studied for different specification formalisms targeting different implementation
models. Examples include distributed synthesis [20,35]], reactive synthesis [[62./63]],
syntax-guided synthesis [1]], counterexample-guided inductive synthesis [67]], and
neurosymbolic program synthesis [8]. Synthesis is referred to as projection in
the MST literature, and can be considered a special case in which the desired
behavior is completely specified. Candidate local implementations for participants
s, w; and w, are depicted in Figs. 2] to | respectively. Unlike the global protocol,
which enjoys the illusion of synchrony, local implementations are asynchronous,
i.e. sending and receiving are no longer specified atomically. Throughout the paper,
we use p > q!m to denote the send event where participant p sends m to g, and
q < p?m to denote the receive event where q receives message m from p. In Figs. 2]
to 4 the active participant is omitted from transition labels for clarity, e.g. in Fig.
transition label w; !full denotes s sending full to w;, and w,?half denotes s receiving
half from w,.
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Subtyping and refinement. The task scheduling protocol offers w; multiple
choice points at which to decide whether or not to delegate work to w,. To reduce
communication overhead and restrict non-determinism, we may wish to consider a
refinement of the global protocol that removes some of the power of choice from wy,
for example by eliminating branch 1a. The problems of subtyping and refinement
ask whether the resulting global protocol remains implementable, and whether a
given candidate implementation correctly implements it.

Implementability, synthesis and subtyping are very relevant and challeng-
ing problems, These have been studied using different techniques, most notably
automata-based approaches within MSC and type-based systems within MST.

This paper presents sound and complete solutions to the aforementioned prob-
lems that improve prior work along the dimensions of expressivity, precision and
optimality. This paper summarizes results from the author’s Ph.D. thesis [40],
parts of which have been published in [41-43/45-47]]. The summary aims to
highlight the unifying semantic perspective adopted by [40] in addressing these
problems: viewing global protocols and their local implementations as automata,
and viewing their behavior as formal languages over an alphabet of asynchronous
send and receive events. In particular, we show how the main contribution of [40],
a characterization of implementability as a set of reachability and co-reachability
2-hyperproperties, called Coherence Conditions, can be used to derive the other
obtained theoretical results, including matching complexity bounds for various
finite protocol fragments, asymptotically optimal decision procedures for imple-
mentability, and sound and complete synthesis algorithms. The preciseness of the



characterization has been mechanized in the Rocq prover, and algorithms for decid-
ing implementability have been implemented in a tool called Sprout. We further
show that this characterization is naturally extensible along two orthogonal axes:
to protocols with infinite states and data, and to alternative models of asynchrony
beyond the commonly assumed peer-to-peer FIFO.

The remainder of the paper is structured as follows. In §2] we present prelimi-
naries. In §3] we present our unifying representation of global protocols, called
Global Communicating Labeled Transition Systems (GCLTS). We then present the
set of Coherence Conditions (CC), sketch its equivalence to GCLTS implementabil-
ity, and use it to derive synthesis and complexity results. In §4] we extend CC to
the infinite-state setting, and in §5] we extend CC to the network-parametric setting.
In §6| we briefly discuss aspects of CC’s mechanization and implementation.

2 Preliminaries

Words. Let X be an alphabet. £* denotes the set of finite words over X, £¢ the
set of infinite words, and X* their union X* U £“. A word u € X is a prefix of
word v € 2%, denoted u < v, if there exists w € X* with u - w = v; we denote all
prefixes of u with pref(x). Given a word w = wy ... w,, we use w[i] to denote the
i-th symbol w; € Z, and w[0..i] to denote the subword between and including wy
and w;, i.e. wy ... w;.

Message Alphabets. Let # be a possibly infinite set of participants and V
be a possibly infinite data domain. We define the set of synchronous events
Lyne :={p—>q:m | p,q € Pand m € V} where p — ¢ : m denotes a message
exchange of m from sender p to receiver q. For a participant p € P, we define
the alphabetI', ;= {p—q:m|qeP, me ViUu{g—=p:m|qeP, me V)
denoting the set of synchronous events in which p is either the sender or receiver
in the message exchange. A synchronous event is split into a send and receive
asynchronous event for the sender and receiver respectively. For a participant
p € P, we define the alphabet X,, := {prq!lm | q € P, m € V} of send
events and the alphabet 2,5 := {p<q?m | q € P, m € V} of receive events.
The asynchronous event p » q!m denotes participant p sending a message m to
d, and p < q?m denotes participant p receiving a message m from q. We write
X =X U0, X1 = Upep Zp,ts and Xy = (Jep X 2. Finally, the set of asynchronous
events 18 Xygyne = 2y U Xo.

Projections. We map synchronous words to asynchronous words using a homo-
morphism split, defined as split(p —q:m) := p»>q!m. q<p?m. Because split
is injective, there exists a unique inverse, which we denote split~!. We say that p



is active in x if x € Iy, and x € I, or if x € X, and x € X,. For each participant
p € P, we define a homomorphism Urp, where erp = x if x € I'; and & otherwise,
and a homomorphism |y , where x|y = x if x € X, and & otherwise. We define a
class of projections based on pattern-matching of alphabet symbols, denoted |J-.
The result of the projection is determined by the unspecified parts of the pattern.
For example, |-\~ projects the event p > q!m onto (g, m), and non-send events and
send events that do not have p as the sender onto €. The function |},.,,- projects
receive events of p from q of any message value onto the message value, and all
other events to &.

Our starting point for specifying global protocols is a labeled transition system
over the synchronous alphabet I},

Labeled Transition Systems A labeled transition system (LTS) is a tuple S =
(S,I, T, so, F) where S is a set of states, I is a set of labels, T is a set of transitions
from S XI' xS, FF C S is a set of final states, and sy € S is the initial state. We use
p 5 q to denote the transition (p, @, q) € T. Runs and traces of an LTS are defined
in the expected way. A run is maximal if it is either finite and ends in a final state,
or is infinite. The language of an LTS S, denoted £(S), is defined as the set of
maximal traces. A state s € S is a deadlock if it is not final and has no outgoing
transitions. An LTS is deadlock-free if no reachable state is a deadlock. An LTS is
deterministic if for every s SN S1, 8 =, 5o € T, x; = x, implies s; = s,. Given an
LTS S = (S,I,T, 59, F) and a state s € S, we use S, to denote the LTS obtained
by replacing s, with s as the initial state: (S,I, 7, s, F).

Our distributed implementation model is based on communicating state ma-
chines (CSMs) [5]. CSMs consist of a collection of deterministic finite state
machines, one for each participant, that communicate via pairwise FIFO channels.
CLTS generalize CSMs by lifting the restriction that the number of participants
and the state space of each local state machine must be finite.

Communicating LTS. 7 = {T,},ep 1S a communicating labeled transition system
(CLTS) over £ and V if T, is a deterministic LTS over X, for every p € P,
denoted by (Qy, Xy, 65, gop, Fp). Let [[,ep Op denote the set of global states and
Chan = {(p,q) | p,a € P,p # q} denote the set of channels. A configuration of ‘A
is a pair (5, &), where § is a global state and ¢ : Chan — V* is a mapping from
each channel to a sequence of messages. We use 5, to denote the state of p in §.
The CLTS transition relation, denoted —, is defined as follows.

o (58 N (5",&) if (5, p > alm,§)) € 6,, 5; = § for every participant
r #p,&(p,q) = €D, q)-mand & (c) = &(c) for every other channel ¢ € Chan.



o (5.¢) atm, (5",&") if (53,9 <p?m, §7) € &, §; = §. for every participant
r#q,&(p,q) =m-&(p,q) and &' (c) = &(c) for every other channel ¢ € Chan.

In the initial configuration (5p, &), each participant’s state in §, is the initial state
qop of Ay, and & maps each channel to . A configuration (5, £) is final iff §, is
final for every p and £ maps each channel to €. Runs and traces are defined in the
expected way. A run is maximal if either it is finite and ends in a final configuration,
or it is infinite. The language £(7") of the CLTS 7 is defined as the set of maximal
traces. A configuration (5, &) is a deadlock if it is not final and has no outgoing
transitions. A CLTS is deadlock-free if no reachable configuration is a deadlock.
Equivalently, a CLTS is deadlock-free if every trace has a maximal extension.
Note that CLTS fixes a peer-to-peer communication topology with FIFO queues
as its message channels. We refer to the communication topology and channel data
structure as the network architecture, denoted A. We defer the formal definition of
A to §5] where we also generalize the definition of CLTS to be parametric in the
choice of A; for now fix A to be peer-to-peer communication over FIFO channels.

Channel Compliance. Before we define the semantics of global protocols, it
is useful to disentangle the behavior of a given network architecture A from
that of any particular CLTS 7. We extend our semantic perspective to network
architectures, and introduce the notion of channel compliance, which describes
the set of all words consistent with A. We define channel compliance in terms of
a universal CLTS whose local implementations accept all traces. Thus, the only
restrictions on traces of a universal CLTS are imposed by the network architecture
A. Formally, let U, be the universal CLTS for A, with U, = {U,},ep such that
L(Up) = X for every p € . We say that w € X, . is A-channel-compliant if
w is a trace of Uy,. If A is understood, we simply say w is channel-compliant.
Moreover, if in fact w € L(U,) holds, then we call w channel-matched. Intuitively,
if in any given CLTS for A one can execute a channel-matched word, then in the
reached configuration all buffers will be empty. We use L(A) C X . to denote all
channel-compliant words.

Global Protocol Semantics. We next define the asynchronous semantics of
global protocol S, denoted C~(S) € £*. The starting point for the semantics C~(S)
is the synchronous language £(S). A word in £L(S) specifies the coordination of
events across all protocol participants, in addition to a total order of events per
participant. From £(S) we obtain a set of 1-synchronous asynchronous words
through split, which simply splits each atomic message exchange into its send and
receive counterparts, denoted split(L(S)). We want to include all asynchronous
words that are equal to these 1-synchronous words under local projection and the
given network architecture A.



We handle the finite and infinite words separately to define the global protocol
semantics as the union of its finite and infinite semantics:

C™(S) = Ci(S) U Cip(S)

The finite semantics is obtained by following the above recipe, but restricting
split(L(S)) to finite words:

Cin(S) = [Zigyne N sPLLL(LO)]=p N L(A) .

The infinite semantics are those words whose prefixes are extensible to some
word in £(S) modulo equality under local projection and the network semantics:

Ci(S) ={weX . | Yu<w. ucpref([split(L(S))]=p N L(A))} .

async

Finally, we define protocol implementability.

Protocol Implementability. A protocol S is implementable if there exists a CLTS
{T,}pep satisfying the following two properties:

(1) protocol fidelity: L({Tp}pep) = L(S), and
(i1) deadlock freedom: {Tp},ep 1s deadlock-free.

We say that such a {T,},ep implements S.

3 Implementability

3.1 Motivation

We first analyze the implementability of the task scheduling protocol in Fig. [I|by a
CLTS with peer-to-peer FIFO channels. Consider the two executions u; and u,.

u; = sew!full - wy > wylhalf u, = sewy'lhalf - w; < s?half - w; » wy!half

In u,, participants w; and s decide to follow branch la, whereas in u,, they decide
to follow branch 3c. However, from the perspective of w,, who has observed no
events in the protocol thus far, the two executions are indistinguishable: both lead
to the same local state ¢, in which only half from w; is available in the channel
between w; and w; (the half from s is delayed in u,). Thus, in a distributed setting,
w; cannot tell the two executions apart. In order to correctly follow the protocol,
W,’s next action in u; should be to send half to s, whereas in u,, w, should first
wait for the arrival of half from s. If w, were to wait in state g, this would lead
u; to deadlock, and if w, were to send half to server, this would lead u, to violate
protocol fidelity. Thus, the protocol in Fig.[I]is not implementable.



A possible repair is to replace the message value half sent from w; to w, on
branch la with delegate. Now, w; can tell the two branches apart: it can wait until
either half is available in its channel from s, indicating that the other participants are
following branch 3, or delegate is available in the channel from w;, indicating that
the other participants are following branch la. Since the two cases are exclusive,
w, can make its decision as soon as it observes one of the two. This change renders
the protocol implementable.

3.2 Global Communicating Labeled Transition Systems

Unfortunately, the implementability problem for global protocols is undecidable in
general [48]. To restore decidability, we impose three conditions on the class of
global protocols as LTS we consider that are inspired by the syntactic structure of
global multiparty session types.

Global communicating labeled transition systems. AnLTS S = (S, Ly, T, so, F)
is a global communicating labeled transition system (GCLTY) if it satisfies the
following conditions:

(1) sink-finality: for every final state s € F, there does not exist [ € I}, and

) !
seSwiths— seT;

(2) sender-driven choice: for all states s, si, s, € S and [}, [, € Iy, such that

S L> s; € T fori € {1,2}, there is a participant p € £ who is the sender for
both, i.e. split(l;) € X,, fori € {1, 2}, and furthermore [, =, = s, = s2;

(3) deadlock freedom: S is deadlock-free.

Condition [(T)|is only required to ensure that the finite language of an imple-
mentation for global protocol S matches the finite semantics of S. The condition
can be waived if we define the semantics of our implementation model in terms
of traces. Condition [(2)| generalizes classical multiparty session types fragments,
which require not only a dedicated sender but also a dedicated receiver, a condition
we refer to as directed choice. In contrast, mixed choice lifts all restrictions on
choice, and amounts to only requiring determinism. [48] showed that realizability
is undecidable for high level message sequence charts satisfying determinism
and Condition Sender-driven choice thus represents a good middle ground,
allowing to express interesting communication patterns while retaining decidability
of implementability. Condition [(3)]simply requires that protocols do not specify
deadlocking behaviors.

In the remainder of this paper, we refer to a GCLTS simply as a protocol.



3.3 Coherence Conditions

The non-implementability in our running example can be attributed to insuffi-
cient local information about protocol control flow. Existing MST works soundly
detect insufficient local information through conservative, type-based projection
algorithms [11},[29,|65,/68], which are partial functions that map global types to
collections of local types, and are only defined for implementable global types. In
other words, projection algorithms solve implementability and synthesis altogether
in one shot. [42] presents an automata-based projection algorithm that is both
sound and complete, but still requires synthesizing local implementations upfront
to check implementability, which is in PSPACE.

Our approach instead solves implementability by analyzing the global protocol
directly, without synthesizing a candidate implementation upfront. This is espe-
cially significant in the infinite case, discussed in §4} when synthesizing a candidate
implementation is itself challenging and not always possible. Our key insight is
that non-implementability can be blamed solely on the existence of certain pairs
of states in the global protocol. Specifically, non-implementability arises when
two states are locally indistinguishable to a participant — that is, they are both
reachable via the same sequence of that participant’s local events — yet require
that participant to behave differently. This observation naturally gives rise to a
characterization of implementability as 2-hyperproperties with a non-interference
flavor. We develop this characterization, called the Coherence Conditions, in the
remainder of the section.

Let S = (S,Tyne T, 50, F) be a protocol and let p € P be a participant. We
begin by formalizing a participant’s local information about the protocol using
two variations on the standard notion of reachability. We first define a notion of
reachability that restricts the transitions to only the actions observable by a single
participant.

Participant-based Reachability. We say that s € S is reachable for p on u € T

when there exists w € I'"_such that sq %+ seTand wllrp = u, which we denote

sync

u «
So = S.
b

Simultaneous Reachability. We say that sy, s, € S are simultaneously reachable

sync

. . u . .
for participant p on u € I';, denoted so =" s1, 5, if there exist wy, wp € I}, such
p

that s, AN s1 €T, s MENS s, € T and W1Urp = wzllrp =u.

Simultaneous reachability captures the notion of locally indistinguishable states:
to a participant, two states are locally indistinguishable if they are simultaneously
reachable.



Next, we analyze the possible asynchronous behavior of a participant when
it is in two locally indistinguishable states, starting from send events. Since send
events are always enabled, and are moreover committal to a particular protocol run,
we require that any message that can be sent from a state can also be sent from
all other states that are locally indistinguishable to the sender. This condition is
captured by Send Coherence, defined below.

Definition 1 (Send Coherence). S satisfies Send Coherence (SC) when for every
S mszeT,s’l es:

EI r* M* ’ EII S /p_)q:m*/
(Au € p.so? s1,8]) = (ds; € .slzp: 55) .

Next, we consider receive events. Unlike send events, receive events are not
always enabled. The availability of messages from other participants encodes
information about the global protocol state, and receptions correspondingly update
the receiver’s local view. The information-carrying role that receptions serve,
coupled with the fact that in each protocol run, a participant’s events are totally
ordered, gives rise to Receive Coherence, which requires that receptions must
uniquely distinguish two locally indistinguishable states for the receiver.

Definition 2 (Receive Coherence). S satisfies Receive Coherence (RC) when for
every s LN 52, 8] N s5 € T with r # p:
(Ju eI s = 51, 87) =
q

Vw € pref(L(Sy). wls, #& V VWl )# Vwlls ) - m) .

Finally, we require that participants cannot equivocate between sending and
receiving messages in two locally indistinguishable states. We call this condition
No Mixed Choice.

Definition 3 (No Mixed Choice). A protocol § = (S, T}y, T, so, F) satisfies No
p—qim r—p:m

Mixed Choice (NMC) when for every s; —— 55,57 —— s, € T
(Fu el 50 =" 51,5) = L .
p

Our semantic characterization of protocol implementability is the conjunction
of the above three conditions.

Definition 4 (Coherence Conditions). A protocol satisfies Coherence Conditions
(CC) when it satisfies Send Coherence, Receive Coherence and No Mixed Choice.



We show that CC is equivalent to implementability, i.e. it soundly and com-
pletely characterizes implementable protocols.

Theorem 5 (Preciseness of Coherence Conditions). Let S be a protocol. Then, S
is implementable if and only if it satisfies CC.

The proof of Theorem [5]is fully mechanized in Rocq. We sketch the proof, in
particular that of soundness, which has immediate consequences for synthesis.

Soundness requires showing that any protocol satisfying CC is implementable.
We choose the canonical implementation as the existential witness: a CLTS {7} }pep
is a canonical implementation for S if for every p € P, T, satisfies L(T},) =
L(S)|s, and pref(L(T,)) = pref(L(S)|s,). The canonical implementation is
an obvious choice because it contains exactly the behaviors prescribed by the
global protocol: no more, and no less. Thus, it is easy to show that the canonical
implementation exhibits at least the global protocol’s behaviors. On the contrary, it
is challenging to show that the canonical implementation does not introduce new,
unspecified behaviors. The proof amounts to showing that the invariant of possible
run set non-emptiness is inductive thanks to the Coherence Conditions.

Completeness is proved constructively by modus tollens: assuming the nega-
tion of each Coherence Condition in turn, we construct a concrete trace that any
implementation must admit, but which is not a prefix of the protocol language,
thereby violating either protocol fidelity or deadlock freedom. The modularity of
the Coherence Conditions means that implementability violations can be localized
to individual transitions for a given participant, a fact that Sprout exploits for
actionable error reporting.

3.4 Synthesis

The role that the canonical implementation plays in the proof of soundness imme-
diately yields the following corollary.

Corollary 6 (Canonical implementation is all you need). A protocol S is imple-
mentable if and only if its canonical implementation implements it.

Furthermore, the canonical implementation’s definition immediately suggests
a direct synthesis algorithm that is sound and complete thanks to the above: first,
project the global protocol onto each participant’s local alphabet, then determinize
the result. For finite global protocols, this amounts to a modified subset construc-
tion, and, recalling that space complexity disregards output tape usage, yields the
following complexity result for the synthesis problem:

Theorem 7 (Synthesis of finite global protocols is in PSPACE). For finite protocols,
the canonical implementation for each participant can be computed in PSPACE.



The exponential state space blowup incurred by subset construction cannot be
avoided when used for synthesizing canonical implementations. The following
family of implementable global protocols exhibits the exponential blowup. We
represent the global protocols as global types G, for n € N such that G, has
size linear in n. In global types, synchronous message exchanges p — q : m
appear along with + denoting choice, ut binding a recursion variable ¢, and 0
denoting termination. The construction of the G,,’s builds on the regular expression
(a*(ab*)"a)*, which can only be recognized by a deterministic finite state machine
that grows exponentially with » [[17, Theorem 11].

Definition 8 (Global type family G, with exponential canonical implementation).
G, = G(G,), with G; and G(-) are defined as:

—>r:m3.p—q:b.t3;
P 3-P=d 34 fori>0

Go:=p—q:a.ty and G;=p—q:a.uts; +
p—r:n3.Giy

p—or:my.p—q:a.f
p—Irimy. utp. +{

G(G') = un. + p—or:n.G

p—or:n;.0

Each G, for i > 0 generates (ab*), G, adds the last a, and the outermost Kleene
star and the first a* are defined using the scaffolding provided by G(-). Participant
p’s choice to send either mj; or n3 to r respectively encodes the choice to continue
iterating b’s or to stop in b*; participant q however, is not involved in this exchange
and thus q’s local language is isomorphic to (ab*)'a. As G, is implementable,
the subset construction for each participant implements it by Corollary [fl By
the definition of canonicity, we have L(G,,)Uzq for participant q over alphabet
X,. Because L(G,)Js, can only be recognized by a deterministic finite state
machine with size exponential in n, the corresponding local language preserving
implementation also has size exponential in 7.

Like implementability, synthesis is undecidable for the general class of proto-
cols. However, for many expressive fragments of protocols that still feature infinite
data, e.g. symbolic finite automata [15,66] and certain classes of timed and register
automata [4,|10], off-the-shelf determinization algorithms [3|,70,71]] can be used
directly to compute canonical implementations.

3.5 Complexity

CC directly suggests the following algorithm for deciding implementability of
protocols with finitely many states and transitions.

We defer the formal definition of avail to the next section. Using CC, we can
also establish that implementability of finite protocols is co-NP-complete.



Algorithm 1 Checking CC for finite protocols

>Let LTS S = (S, Fv_\'nm T, 50, F)
> Checking Send Coherence

fOI'S] mSZGTdO
for s # s; € S do
if L(S,Tp wie}, Tp, so, {s) N LS, T W {el, Ty, 0, {s1}) # 0 then
b« L
for s3 muerolw—bV(s%* S3)

end for
if =b then return L
end if
end if
end for
end for
> Checking Receive Coherence
p—aqim r—aqm
for sy, —— 57,53 —— 54 €T, 51 # 52,p # rdo
if L(S,Tqw{e},Tq, S0, {51 N LS, Tq W {e}, Tq, 5o, {s3}) # O then
if avail, g (g (i1, 54) then return L

end if
end if
end for
> Checking No Mixed Choice
p—qm r—pm

for s; —— 50,53 —— s4 €T, 51 # 5, do
if L(S,Tqw{e}, Tq, s0,{s1}) N LS, Tq W (e}, Tq, 50, {s3}) # 0 then return L
end if

end for

return T

Theorem 9 (Complexity of implementability for finite protocols). Implementability
of finite protocols is co-NP-complete.

Proof sketch. To see that implementability is in co-NP, observe that violations
of Send Coherence and No Mixed Choice can be checked in NP, by guessing a
participant p and a pair of states sy, s, satisfying the respective preconditions, and
verifying simultaneous reachability of s; and s, for p. For Receive Coherence,
availy, ¢ (q)(m, s2) can be checked in NP by guessing a simple path in S from s,
to a state with an outgoing transition p — ¢ : m, and evaluating the availability
predicate along that path in polynomial time. We can restrict ourselves to simple
paths because the blocked set 8 monotonically increases along a path in S, and
avail is antitone in B.

For co-NP-hardness, we reduce 3-SAT to non-implementability. Given a 3-SAT
instance ¢ = C; A... A Cy with variables xy, ..., x, and literals L;;, denoting the jth
literal of clause C;, with 1 <i < kand 1 < j < 3, we construct a global protocol
S, such that ¢ is unsatisfiable iff S, is implementable.
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Figure 5: 3-SAT reduction to non-implementability.
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Figure 7: Clause selection gadget Sc.

The construction (summarized pictorially in Fig. [5) relies on two gadgets: Sy, a
gadget that encodes a variable assignment to variables x, ..., x, (Fig. @), and Sc, a
gadget that encodes literal selection for clauses Cy, ..., Ci (Fig.[7). The highlighted
message in Fig. [5]is available for participant q in g, if and only if ¢ is satisfiable.
Consequently, protocol S, is non-implementable if and only if the highlighted
message is available for participant q in g, if and only if ¢ is satisfiable. O

Observe that S, Sy and S all satisfy directed choice. Thus, the co-NP hard-
ness lower bound holds even for the syntactically defined fragment of multiparty
session types with directed choice [29], and we have the following corollary.

Corollary 10. Implementability of global multiparty session types is co-NP-
complete.



4 Extension to Infinite Protocols

In this section, we generalize CC to infinite-state protocols. We first illustrate
how our task delegation protocol can be made infinite-state, then introduce our
formalism for specifying infinite-state protocols, called symbolic protocols, and
finally show how to generalize CC to symbolic protocols.

4.1 Motivation

Our repaired task delegation protocol features finitely many message payloads: half,
full and done. To model real-world verification targets, we desire for our global
protocol specifications to be as expressive as possible. For example, we may wish to
express that in branch 3, s can choose to split the workload between w; and w; into
two parts /; and /,, which are two reals that sum up to 1. Thus, there are infinitely
many choices of /; and /5, and the global protocol, in addition to specifying control
flow, now also specifies data dependencies expressed as numeric constraints.

Data dependencies make the implementability problem significantly more
challenging to analyze because it can influence control flow without relying on
branching choice, as illustrated in the following pair of examples S; (using @) and
S] (using ®) in Fig. |8 In both versions, participant p chooses a branch, even or
odd, without explicitly informing r of their choice. In both branches, r is required
to subtract the second value that is sent from the first value that is sent, and send
the result back to p. However, due to asynchrony, both messages can arrive in r’s
message channels simultaneously. If r cannot distinguish the two branches, then it
cannot tell which value was sent first, and may subtract the values in the wrong
order. This is the case in @), in which r receives a value y from p that satisfies
constraint y > x, but does not reveal any information about p’s next choice. In ©),
however, with the constraint on y changed from y > x to y = x + 2, the value y
now indirectly encodes p’s next choice of even or odd through its parity, which
in turn informs r of the order in which it should receive messages from p and q.
In other words, the incorporation of dependent refinements also enables a new
method of protocol repair: one that does not change the communication structure
of the original protocol.

(even() o poriz  qoTi  ropizii=z -2l
A

paq:b

o

s—p:x{T} @p-or:y }
—>0O O

S
B p—r:y } Ie)

p .
Ceimodd(y T O S O porn

o

()
rop:z{iz=2 -2z}

Figure 8: Two protocols: S; using @ with receive order violation S| using ©
without receive order violation.



We address the additional complexity introduced by data refinements with
a semantic separation of concerns. First, we make the key observation that the
Coherence Conditions remain sound and complete with respect to implementabil-
ity even for protocols with infinitely many states and data. Unlike in the finite
case, CC cannot be checked directly, i.e. by iterating over all states and transi-
tions. Thus, the only remaining task is to reformulate the Coherence Conditions
in a symbolic, semantics-preserving way that is effectively checkable for some
finite representation of infinite protocols. We introduce this representation, called
symbolic protocols, below.

In other words, we want to define symbolic conditions that are valid on the sym-
bolic protocol if and only if its concrete protocol is implementable. Specifically, we
provide a sound and complete reduction to the first-order fixpoint logic uCLP [69].
Validity of these formulas can then be discharged using off-the-shelf tools, which
we demonstrate in the Sprout tool. The uCLP calculus can express recursive
predicates with least and greatest fixpoint semantics where the predicate body is
constrained by a first-order logic formula over a background theory. The expressive
power of uCLP is needed because Send Coherence reasons about both reachability
and coreachability, which naturally translate to least and greatest fixpoints over the
protocol’s transition relation. The reduction thus constitutes an algorithm that is
complete relative to an assumed oracle for solving uCLP satisfiability.

4.2 Symbolic Protocols

Our definition of symbolic protocols assumes a fixed but unspecified first-order
background theory of message values (e.g. linear real arithmetic). We assume
standard syntax and semantics of first-order formulas and denote by ¥ the set of
first-order formulas with free variables drawn from an infinite set X and interpreted
over the set of message values V. For a valuation p € X — V and ¢ € ¥(X), we
write p = ¢ to indicate that ¢ evaluates to true under p in the underlying theory.

Definition 11. A symbolic protocol is a tuple S = (S, R, A, s, oo, F)) where

e S is a finite set of control states, F' C S is a set of final states,
e R is a finite set of register variables,
e ACSXPXXXPxF XS is a finite set that consists of symbolic transitions

p—a:x{p) . .
of the form s ——— " where the formula ¢ with free variables RW R’ @ {x}
expresses a transition constraint that relates the old and new register values
R and R’ with the sent value x,

so € S 1is the initial control state,

Po: R — V is the initial register assignment.



In our definition, the transition constraint ¢ altogether specifies constraints on
the message value and register updates. To this end, for each register variable
r € R, we define a primed copy r’ that refers to the same register in the post-state
of a transition, and we define R’ = {r’ | r € R}. We use ry, r,, r3 to denote register
variables, and x, y, z to denote communication variables. Thus, the free variables in
@ are either variables from R describing registers in the pre-state, variables from R’
describing registers in the post-state, or a communication variable x. For example,
p — q: x{even(x) Ar; = r; + 1 A 1}, = x} describes p sending g an even number x,
incrementing the value of register r; by 1, and storing the value of x in register r,.

4.3 Symbolic Coherence Conditions

We first show that the building blocks of CC can be encoded as least and greatest
fixpoints over a symbolic protocol’s transition relation. Then, we use these building
blocks to define Symbolic Coherence Conditions. In the remainder of the section,
we fix a symbolic protocol S = (S, R, A, so, 09, F)) whose concretization is a GCLTS.
Additionally, we define two copies of the symbolic protocol, denoted S; and S,.
Each copy S; = (R;, S, A, pi, 0, F)) with i € {1, 2} is obtained from S by renaming
each register r to a fresh register r;, each unique communication variable x to x;,
and substituting the new register and communication variables into the transition
constraints and initial register assignment accordingly; the control states remain
the same.

The first building block used by all three Coherence Conditions is the defini-
tion of simultaneously reachable pairs of protocol states, lifted to the symbolic
setting. Given a participant and a pair of control states (sy, s;) in S, the predicate
prodreach,(sy, r1, 52, 2) describes the register assignments corresponding to pairs
of concrete states (s1,01), (52,02) that are simultaneously reachable in the con-
cretization of S, where r; are vectors of the registers in R; ordered according to
some fixed total order. We define prodreach as a least fixpoint as follows.

Definition 12 (Simultaneous reachability in product symbolic protocol). Let p € £
be a participant and let sy, 57, 52, 55 € . Then,

prodreach,,(s/, r;, S5, r;) =, (s =s0ASsh,=s0A r; =po A r; =po)

V ( \/ Axixor112. prodreaohp(sl, r1,8, )AL APy AX| =X2)

(s1, rosixr{g1}, s))€A
(s2, T 50292}, 55)€A,
p=rvp=s

v ( \/ Jxyry. prodreach, (s1, ry, 55, r’2) A@r)

(s1,r—s:x1{gp1}, s))€EA| Ap#£rAp#s

Vv ( \/ Jxorz. prodreach (s}, r’l, 52, 12) A@r) .
(52, T>s:x2{¢2}, 55)€A2 A p£ET AP#S



The definition encodes S; and S, executing the witness u independently. The
second top-level disjunct in the definition after the base case handles the cases
where S; and S, synchronize on a common action involving p. The remaining two
disjuncts correspond to the cases where either S; or S, follows an ¢ transition.

Given a pair of simultaneously reachable states (s, 01), (s2,02) in p, Send
Coherence now checks whether all values x; that can be sent to some q in (sy, p1)
can also be sent from (5, 02), modulo following ¢ transitions to reach the actual
state where p can send to q. We thus need to express e-reachability. We formalize
the dual: the predicate unreachg,q(sz, r2, x1) expresses that p cannot reach any state
where it may send x; to q, by following & transitions from symbolic state (s,, 7).
This is formulated as a greatest fixpoint as follows:

Definition 13 (e-unreachability of psending x to q). Forp,q € P and s € S, let

UnreaCh;q(S, r,x) =, (/\(s, p—a:yip), s )EA _'SD[X/)’] )
A (A r—>toyte), shea Yy .o = unreachy (5,7, x)) .
PELAD#L

The first conjunct checks that whenever p reaches a state with an outgoing send
transition to g, it cannot send the value x because the transition constraint ¢ is not
satisfied. The second conjunct checks that every outgoing & transition is either dis-
abled (—¢ holds) or following the transition does not reach an appropriate send state.

We combine the auxiliary predicates to define Symbolic Send Coherence.

Definition 14 (Symbolic Send Coherence). A symbolic protocol S satisfies Sym-

. ... p—a:xi{er}
bolic Send Coherence when for each transition s; -, sy € Ay and state

sy € S, the following is valid:
prodreach,(sy,r1, 52,72) A @1 A unreachg,q(sz,rz,xl) = 1 .

A keen reader may have noticed that because the symbolic characterization of
Send Coherence involves a greatest fixpoint, it is a liveness property. Thus, proving
Send Coherence, in general, involves a termination argument. To see this, consider
the two protocols shown in Figs.[9]and[I0] Consider the pair of states (g, [c + 0])
and (g3, [c — 0]) which are simultaneously reachable for r in both protocols. The
send transition for r enabled in g, needs to be matched with a corresponding send
transition in an e-reachable state from g;. The only candidate states for this match
in both protocols are those at control state g4. These states are reachable from g3 if
and only if the loop in g3 terminates, which it does in Fig. [9]but not in Fig. [I0]

Receive Coherence is conditioned on two simultaneously reachable states
(s1,71) and (s,, r2) for a participant q. It checks that if q can receive x from p in the
first state, g cannot also receive x as the first message from p in the second state, in
which it can also receive from a different participant r, unless p sending x causally
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Figure 9: Example where states ¢ Figure 10: Example where states ¢,
and g3 satisfy Send Coherence for r. and g3 violate Send Coherence for r.

depends on g first receiving from r. We thus need to define a predicate that captures
whether x; may be available as the first message from q to p, while tracking causal
dependencies. We introduce a family of predicates avail, 4 g(xi, 2, r2) for this
purpose. Here, B tracks the set of participants that are blocked from sending a
message because their send action causally depends on q first receiving from r.
Note that because S has finitely many transitions and thus participants, there are
finitely many & sets. The predicates are defined as the least fixpoint of the following
mutually recursive definition.

Definition 15 (Symbolic Availability).

availp’q,g(xl, s, 1) =u ( \/ dAxr'. availp’q’gu{t}(xl , S’, r') A, )
(s, r>t:x{p}, s')eA,reB
r#pVt#£q
V ( \/ dx r'.avail, g g(x1, s, ) A @)
(s, r>t:x{ep}, s )EA,r¢B
r#pVt#£q

v\ e/
(s.p—a:xlp}, s')eA,peB

The last disjunct in the definition handles the cases where the message x; from
p is immediately available to be received by q in symbolic state (s, r) and p has
not been blocked from sending. The other two disjuncts handle the cases when x;
becomes available after some other message exchange between r and t. Here, if r
is blocked, then t also becomes blocked since it depends on r sending before it can
receive (the first disjunct). Otherwise, no participant is added to the blocked set
(the second disjunct). The predicate avail, o () (7, s) from AlgorithmIis defined in
terms of the symbolic availability predicate avail, o (q)(, 5, ), where r is empty.

With the available message predicate in place, we can now define Symbolic
Receive Coherence.



Definition 16 (Symbolic Receive Coherence). A symbolic protocol S satisfies

. . . .. p—a:xi{er)
Symbolic Receive Coherence when for every pair of transitions s; —— s’ €

1
r—-qxlep) .
Ay and s, —— 5, € Ay withp #

prOdreaChq(Sl,rl, S, 1) A 01 N 2 A availp,q’{q}(xl,s’z,r;) — 1 .

Finally, No Mixed Choice is conditioned on two simultaneously reachable states
(s1,r1) and (s;, rp) with outgoing send and receive transitions for a participant p.

Definition 17 (Symbolic No Mixed Choice). A symbolic protocol S satisfies

. . . . .. p—a:xi{er)
Symbolic No Mixed Choice when for every pair of transitions s, — ST EN

r—p:x{ez}
and s, ——— 5, € Ay:

prodreach,(si, 71, $2,72) A @1 A 9o = L .
The preciseness of our Symbolic Coherence Conditions is stated as follows.

Theorem 18 (Preciseness of Symbolic Coherence Conditions). S is implementable
if and only if it satisfies Symbolic Send Coherence, Symbolic Receive Coherence,
and Symbolic No Mixed Choice.

4.4 Complexity

Like in §3.5] we use our Symbolic Coherence Conditions to analyze the complexity
of implementability for symbolic representations of finite protocols. More precisely,
we consider the fragment of symbolic protocols where V is the set of Booleans
and all transition constraints ¢ are given by propositional formulas. We show that
for this class of symbolic protocols, the implementability problem is PSPACE-
complete.

Theorem 19. Implementability of symbolic finite protocols is PSPACE-complete.

Proof sketch. To show that implementability is in PSPACE, we show that a witness
to the negation of CC can be checked in nondeterministic polynomial space. This
follows by a reduction to the reachability problem for extended finite state machines,
which is in PSPACE [27]]. By Savitch’s Theorem, it follows that the negation of
CC is in PSPACE. Because PSPACE is closed under complement and CC precisely
characterizes implementability, it follows that implementability is in PSPACE.

We show PSPACE-hardness of the implementability problem by a reduction
from the problem of deciding reachability for 1-safe Petri nets [18]. Let (N, M;) be
a 1-safe Petri net, with N = (S, T, F). Let M be a marking of N.



We construct a symbolic protocol that is implementable iff N does not reach M.
For ease of exposition, we present this symbolic protocol as a symbolic dependent
global type Gy with the understanding that the encoding of Gy as a symbolic
protocol is clear.

We first describe the construction of Gy. The outermost structure of G consists
of a participant r communicating a choice between two branches to s where the
bottom branch solely consists of p sending /to q: Gy = (r—s:m{T}. G, +r—
s:my{T}.p—q:{{T}.0). Since p is not informed about the choice of the branch
taken by s, it will have to be able to match this send transition in every run that
follows the continuation G, of the top branch. We will construct G, such that this
match is possible iff M is reachable in N.

In G,, participants r and s enter a loop that simulates N:

Serrosimfyv=t1hslvi=(WVAT) V)]
G, = us[v := My]. +{r—s:restart{T}. s[v := Mp]
r—s:reachy{lv =M}.p—q:l{T}.0

The loop variable v is a |S |-length bitvector that tracks the current marking of the
net. It is initialized to M. Inside the loop, r has the following choices. First, it
may pick any transition ¢ € T of the net and send an m, message to s, provided
the transition is enabled for firing (i.e., the input places of ¢ all contain a token:
v = 7). After this communication, v is updated according to the fired transition .

The last branch of the choice in the loop is enabled if v is equal to M. Here,
r can send reachy, to s, which gives p the opportunity to send the / message to
g, allowing it to match the send transition from the lower branch in the top level
choice of Gy.

Finally, the middle branch allows r to abort the simulation at any point and
start over. This ensures that if the simulation ever reaches a dead state due to firing
a transition that would render M unreachable, it can recover by starting again from
M. Thus, for all states of the simulator, p has an & path from that state to a state
where it can send / to q iff M is reachable from M, in N. The only other sender
is r which makes all choices and, hence, never reaches two different states along
the same prefix trace, thus satisfying Send Coherence trivially. It follows that
Send Coherence for p holds iff M is reachable from M, in N. To see that Receive
Coherence holds, observe that no participant receives messages from two different
senders. No Mixed Choice similarly holds trivially.

Gy is deadlock-free because the branch in the loop of G, where r sends the
restart message is always enabled. Moreover, it is easy to see that Gy is determin-
istic because each branch of a choice sends a different message value.

In summary, Gy is a GCLTS that is implementable iff N reaches M. The size
of Gy is linear in the size of N, so we obtain the desired reduction. O



5 Extension to Network Architectures

In this section, we motivate how implementability depends on the model of asyn-
chrony, specifically the network architecture of the assumed implementation model.
We then introduce network-parametric global protocol semantics, CLTS and the
implementability problem, and show how CC can be extended to solve the network-
parametric setting.

5.1 Motivation

We revisit the non-implementable example from Fig. [I} for which we proposed
one method of protocol repair in §3| Observe that, as a specification mechanism,
Fig.[Tdoes not a priori commit to a particular network model. While peer-to-peer
FIFO communication is ubiquitous in practice, other network models also hold
practical and theoretical interest. For example, Erlang and Go implement mailbox
communication, and many correctness proofs of classic distributed algorithms
such as leader election [21] and clock synchronization [37] rely on bag semantics.
We consider the effect of the chosen network architecture in our original analysis.
Perhaps surprisingly, replacing the peer-to-peer FIFO network by another asyn-
chronous network architecture does not constitute a viable method of protocol
repair. Non-implementability is solely due to the asynchronous nature of commu-
nication, specifically, the fact that the two send events s » w,!half and w; > w,!half
in the 3¢ run do not causally depend on each other. They can therefore happen
concurrently, causing the two messages to arrive at w, in any order with arbitrary
delays. Thus, the protocol is non-implementable for any asynchronous network
architecture.

In general, however, implementability depends on the specific network archi-
tecture. To see this, observe that the repair proposed in §3|does not help establish
implementability under the mailbox network architecture, in which all messages
sent to the same recipient are collected in one FIFO buffer. Consider the execution
u3 under a mailbox network, following branch 3c.

Uz = Ss» Wl!fU” Wy < sHull - Wy > Wz!half -S> Wz!fU”

In u3 the full message sent to w, by s is delayed by network asynchrony, and
reordered after the half message sent to w, by w;. Since w;’s mailbox buffers
messages in FIFO order of arrival, this execution forces w, to first receive half from
w; before being able to retrieve the one from s in the buffer. The issue with mailbox
is that in the 3¢ branch, the network may still asynchronously reorder the two
messages sent to w, by delaying the message from s. Since messages are buffered in
FIFO order of arrival, this would force w; to first receive the message from w; before
being able to retrieve the one from s in the buffer. The resulting execution violates



protocol fidelity. Note that this time, the ensuing violation of implementability has
nothing to do with incomplete information by any of the protocol participants about
what branch the other participants are following. Instead, it is solely due to the
ability of the network architecture to reorder independent events in executions of
protocol runs. Moreover, the violation cannot be avoided by changing the candidate
local implementation. A possible repair of the protocol for mailbox networks is
to introduce a causal dependency between s > w,!half and w; > w;!half, e.g., by
inserting an additional message exchange s » w; !done between the two exchanges,
forcing w; to wait until s has sent its message to w.

Finally, if we swap the network architecture from mailbox to mailbag, where
the single FIFO queue per recipient is replaced by an unordered multiset, the
protocol becomes implementable again even without the proposed second repair
for mailbox.

5.2 Network-Parametric Framework

We generalize our distributed implementation model and global protocol semantics
along the axis of network parametricity. First, we formalize the definition of
network architectures A.

Definition 20 (Network architecture). A network architecture over a set of par-
ticipants # and message values V is a tuple A = (Chan, B, bf, ins, rem, by) where
Chan is a set of channels, B a set of channel contents and bf : P Xx P — Chan a
map that associates each sender and receiver with a channel. Intuitively, bf(p, q)
denotes the message buffer to which messages sent from p to q are deposited.
We refer to bf as the communication topology of A. The set of channel states is
E = Chan — B. Messages m € M in channel contents are tagged with their sender
and receiver, i.e., M = P X P x V. Channel contents are equipped with partial
insert and remove operations, ins,rem : M — B — B, where ins(m)(b) being
undefined indicates that b blocks on inserting m and rem(m)(b) is only defined
when m is available for removal in b. Finally, b, € B is the empty channel contents.

Example 21. We define eight concrete network architectures that we will revisit
later. We consider four communication topologies: n-to-n, in which all senders
and receivers share the same channel, one-to-n, in which receivers share the same
channel to receive from a single sender, n-to-one, in which senders share the
same channel to send to a single receiver, and one-to-one, in which each sender
and receiver pair have a unique channel. We consider two message buffer data
structures: ordered FIFO queues, and unordered multisets. The aforementioned
network architectures often appear under the names of global bus (n-to-n FIFO),
message soup (n-to-n multiset), and mailbox (one-to-n FIFO). Message soups are
commonly found in leader election protocols such as Paxos and Raft, and one-to-n



FIFO is found in work stealing patterns in parallel programming. Finally, the
one-to-one or peer-to-peer FIFO is the standard network architecture for CSMs,
and widely assumed in the theory and practice of message-passing concurrency.

The four communication topologies are defined as follows (with our naming
conventions given in parenthesis, where “B” refers to the name of one of the buffer
types below):

e one-to-one (peer-to-peer B): Chan = P x P, bf(p, q) = (p, q),
e one-to-n (senderB): Chan = P, bf(p,q) = p,

e n-to-one (mailB): Chan = £, bf(p, q) = q,

e n-to-n (monoB): Chan = {0}, bf(p,q) = 0,

and the two buffer types are FIFO queues (B=box), B = M*, and multisets (B=bag),
B = M — N. In the case of FIFO queues, insert corresponds to appending at the
end of the queue, remove corresponds to removing from the head, and the empty
buffer contents by is &; in the case of multisets, insert is multiset addition, remove
multiset deletion, and @ is the empty buffer.

We note that the four network architectures with homogeneous bag channels are
operationally equivalent and collapse to the monobag case: since messages are all
labeled with their sender and receiver, one can “on demand” separate the message
soup into ? multisets, or £ multisets by sender or receiver whenever messages
are sent or received, and thus simulate the other network architectures. This leaves
us with the four FIFO network architectures, which we refer to as p2p, mb, sb, and
monob in the rest of the paper, and the collapsed case for bag channels (bag).

We generalize CLTS to be parametric in a choice of network architecture
A = (Chan, B, bf, ins, rem, by). The only change lies in the definition of the CLTS
transition relation, in which we replace the hardcoded insert and remove operations
for FIFO buffers with insert and remove defined in terms of ins and rem from A by
lifting ins and rem to channel states ¢ € E of A: we define insert(¢,p,q,m) = &
where &' (bf(p, q)) = ins(p, q, m)(é(bf(p, q))) and all other channel contents remain
the same; we define remove(¢, p, q, m) analogously.

o (5,6 pam, (5",&) if (5, p > alm,§)) € 6,, 5; = §, for every participant

r #p, & =insert(£,p,q, m).

q<p? . . .
o (56 BN (5",&") if (53,9 <p?m, §57) € &g, §; = § for every participant

r # q, & = remove(&,p, q, m).

For example, in the CLTS with T, Ty, T, defined by Figs. [2]to d in and
A = mb, the configuration reached on u3 is a deadlock, whereas in the same CLTS
but with A = p2p or A = bag, the configuration reached on u3 is not a deadlock.



Having defined A formally, the definition of channel compliance from §2|
can now be instantiated for different network architectures beyond peer-to-peer
FIFO. For example, u;, u, from nd u3 above are A-channel-compliant for all
A = p2p,mb, sb,monob, bag. The prefix s > w;!full - w; <« s?full of u; is channel-
matched, w; <« s?full - s>w; !full is not A-channel-compliant for any choice of A, and
uz - wy < s?ull is p2p-channel-compliant but not mb- or monob-channel-compliant.

Our global protocol semantics is thus already network-parametric, as A is
included as a parameter to the definition provided in §2] Defining the network-
parametric implementability problem is likewise straightforward:

Definition 22 (Network-Parametric Protocol Implementability). A protocol S is
implementable under network architecture A if there exists a CLTS 74 = {Tp}pep
such that the following two properties hold: (i) protocol fidelity: L({T}pep) =
C.(8), and (ii) deadlock freedom: {T,},ep is deadlock-free. We say that {1} cp
implements S under A.

5.3 Network-Parametric Coherence Conditions

Next, we present the generalization of CC to the network-parametric setting. We
focus on the delta between CC for p2p and for the network-parametric setting,
which consists of a modular modification of Receive Coherence, and the addition of
a brand new condition, Prefix Extensibility. Send Coherence and No Mixed Choice
remain sound and complete in their original form across all network architectures.

Generalized Receive Coherence. The key observation is that irrespective of
network architecture, it is sufficient and necessary to guarantee that no two distinct
receptions are simultaneously enabled for any participant from any configuration.
Furthermore, the notion of a message m being receivable by g from p after executing
a word w can be captured in a network-parametric way, as the channel compliance
of w-q<p?m.

Definition 23 (Generalized Receive Coherence [47]]). A protocol S satisfies Gen-
eralized Receive Coherence (GRC) when for every two simultaneously reachable
states for q, s; and s,, with transitions s, LGN s1 and s, N s5,if r # p or
m, # my, then for any w € pref(Z£(S;,)) such that wllzq =gandr»>qlm, <wly,
the extension w - g < p?m; is not channel-compliant.

Generalized Receive Coherence differs from RC for p2p in two ways: wis a
protocol prefix from s, rather than s/, and the condition requires an explicit send
from r to appear in w. For p2p channel compliance, the two formulations are
equivalent because per-sender channels are independent; retaining the more general
form allows handling mb and monob without ruling them out a priori.
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Figure 11: Subprotocol of task scheduler from Fig. |1, containing parts of branch
la (left) and branch 3c (right).

Prefix Extensibility. Our new condition, called Prefix Extensibility, captures a
source of non-implementability that never arises in p2p networks but arises in other
architectures. To illustrate this new source of non-implementability, consider the
simple straight-line global specification consisting only of the synchronous word
p; —q:m - p,—q:m. Despite its simplicity, there does not exist a deadlock-free
mb (or monob) CLTS that implements this specification. Any candidate CLTS must
exhibit the following deadlocking trace: p, > q!m - p, > q!m. Because the network
can reorder p,’s send event before p;’s send event, yet the local actions of q tell it
to receive in the opposite order, the only way for the CLTS to not deadlock is for
T, to admit the local trace q <p,?m - q <p;?m.

To rule out such cases of non-implementability, Prefix Extensibility requires
that protocol prefixes are closed under per-participant equality.

Definition 24 (Prefix Extensibility [47]). A protocol § satisfies Prefix Extensibility
(PE) under A when for every p € pref(L£(S)) and every A-channel-compliant
w € X, that agrees with p per participant, there exists u € X7, - such that wu is

channel-compliant and wu =p split(p).

Prefix Extensibility holds trivially for any protocol under p2p, sb, and bag: for
these architectures, any channel-compliant word agreeing with a synchronous trace
can be extended to complete that trace while preserving channel compliance [47].
For mb and monob, Prefix Extensibility must be checked on a given protocol’s runs.

In Fig. [[] depicting a subprotocol of the task scheduling protocol from Fig.[I]
the protocol run corresponding to the bottom branch violates Prefix Extensibility.

Our network-parametric characterization of implementability is thus defined as
the conjunction of four conditions.

Definition 25 (Generalized Coherence Conditions). A protocol S satisfies Gen-
eralized Coherence Conditions under network architecture A when it satisfies
Send Coherence, Generalized Receive Coherence, No Mixed Choice, and Prefix
Extensibility.

5.4 Channel Compliance Axioms

In this section, we provide sufficient conditions under which our Generalized Co-
herence Conditions are precise for a given network architecture. These conditions



describe network architectures, which we define semantically as channel compli-
ance definitions, and thus we refer to the conditions as channel compliance axioms.
A network architecture A € U satisfies our axiomatic network model if A satisfies
F1 through Fé6:

*
async

Definition 26 (Channel compliance axioms). Letw € be channel-compliant.

F1 For all x € X, wx is channel-compliant.
F2 Forallp #qePandm € V, Wlpqiml = Wlqapoml-

F3 Forall p €I ., split(p) is channel-compliant.

sync?

F4 Forallp eI

synes If W =p split(p), then w is channel-matched.

FS For all x € X,, y € X, if wy is channel-compliant then wxy is channel-
compliant.

F6 Let o, € I7,.,p # q € P and m € V such that for all p € P, wly <
split(eB)ls,, and wls = split(a)ls , and w-q<p?m is channel-compliant.
Then, there exists w' such that w’ is compliant with B, w'{ly, = & and
w’ - q < p?m is channel-compliant.

FIFO queues and multisets both satisfy all eight axioms. Therefore, all five
considered architectures are in 2. Heterogeneous architectures mixing FIFO and
bag channels also satisfy the axioms. However, priority queues, channels with
duplication, and bounded channels are ruled out.

The following theorem states that our Generalized Coherence Conditions are
sound and complete with respect to implementability, assuming a network archi-
tecture that satisfies our channel compliance axioms. The proof of Theorem [27]is
fully mechanized in Rocq, and builds on the mechanization of Theorem [5

Theorem 27 (Preciseness of Generalized Coherence Conditions). Let A be a
network architecture satisfying ¥1 through ¥6 and let S be a global protocol.
Then, S is implementable under A if and only if it satisfies Generalized Coherence
Conditions under A.

5.5 Derived Results

The matching complexity bounds, synthesis result, and generalization to infinite-
state protocols via uCLP encodings all transfer to the network-parametric setting.
Here, we briefly discuss selected takeaways.

First, the network-parametric generalization reinforces the separation between
synthesis and implementability: once implementability is established, the same
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canonical implementation suffices to implement it. Second, the uCLP encoding
of Generalized Receive Coherence yields the following relationships between the
classes of implementable global protocols under each network architecture. The
strictness is witnessed by the protocols S, and S, depicted in Figs.|12[to

Lemma 28 (Implementability relationships). Any bag-implementable protocol is
p2p-implementable, and any p2p-implementable protocol is sb-implementable.
Both inclusions are strict.

Third, on complexity, the hardness reduction relies on program order and not
network reorderings for Receive Coherence, and thus the same lower bound con-
struction with a small modification works for the remaining network architectures.
In order to show that the construction carries over to bag and senderbox networks,
one is only required to analyze the unique message receptions that appear in each
gadget. Similarly, the directed choice case falls out for free.

Finally, we conclude this section by mentioning that [47] takes network para-
metricity a step further by reducing the channel compliance axioms to buffer
axioms, which allows one to obtain heterogeneous channel architectures for free, as
well as not having to reprove the channel compliance axioms from e.g. senderbox
to mailbox. As this result is not included in the author’s thesis, it is omitted here.

6 Tool Implementation and Mechanization

6.1 The Serout Tool

All decision procedures for implementability discussed in this paper are im-
plemented in an open-source tool called Sprout, which is hosted at https:
//github.com/nyu-acsys/sprout. We refer the reader to [45]] for details about
Sprout’s implementation, including optimizations to the uCLP encodings presented
in §4|that make validity checking tractable for SprouT’s backend solver MuVaL. [45]]
also describes uCLP encodings for checking whether a symbolic protocol falls into
the GCLTS fragment. We additionally refer the reader to SprouT’s source code
for a comprehensive benchmark suite of communication protocols drawn from the
MST literature.
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6.2 Rocq Mechanization

We conclude by discussing a subtle bug in the infinite-word semantics of global
protocols uncovered during the mechanization of Theorem [5| which originated
from [49] and is present in several subsequent works [41,42] and preprints [44].
The bug resulted in a definition of global protocol semantics that is spuriously non-
implementable due to selectively excluding infinite traces that are indistinguishable
to a CLTS. We say that two words w, w’" € 0 - are indistinguishable to a CLTS
when w is a CLTS trace iff w’ is a CLTS trace. Note that indistinguishability
is network-specific: two words that are p2p-indistinguishable may not be mb-
indistinguishable.

Indistinguishability of pairs of finite words is straightforward to define, given
that w and w’ must be permutations of each other, and moreover, the total order
of events for each participant must be identical. Thus, to show that any CLTS
executes w’, we only require that each participant’s local implementation accepts
WUZP, which is given from the fact that the CLTS recognizes w. For infinite words,
however, indistinguishability can no longer be defined purely alphabetically, due
to the possibility for a CLTS to infinitely reorder independent events, achieving the
effect of indefinite delay. For example, the pair of infinite words v; = p» q!m® and
v, = re>slm-pe>qlm® are not indistinguishable in general because v, provides no
information about the local implementation of participant r, yet to know that v, is a
trace of a given CLTS requires us to know that participant r’s local implementation
recognizes the trace r > s!m.

We show by counterexample that the flawed definition of infinite protocol
semantics, given below, is not closed under CLTS indistinguishability of infinite
words.

Cof(S) = (wezs,, | Iwezs  wesplit(LS) AV <w. Juu €3

async async* async*

V' - u' is channel-compliant A u <w AVpeP. (V' -u )y =uly} .

Consider the simple protocol depicted in Fig. [I4] involving four participants
D, 4, r, s and two message values m, m’. Fig. depicts a protocol S, obtained
by a simple state renaming of S, that is semantically identical to S,. Clearly, both
protocols are implementable, and moreover by the same canonical CLTS, which
admits the infinite trace v = r» s!lm - p»> q!m®. We should thus expect that v is
included in the infinite semantics of both S, and S;. Unfortunately, per the above
definition, v is included in E;f(Sd) but excluded by E;f(SC): in S,, there exists no
infinite run that includes any events by r or s, and thus no existential witness for w
that satisfies the subsequent conjuncts.

Fortunately, the correction amounts to simply swapping the first two quantifiers
in E;nf(S), see the definition in The correct definition weakens the requirement
that all finite prefixes of a infinite CLTS trace must be consistent with a single
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infinite global protocol run. Instead, each finite prefix may be consistent with a
different finite run prefix, which may in turn be part of a finite or infinite maximal
run in S. The revised definition more closely matches simulation-based notions of
trace equivalence, for example in [75]], and incurred minimal requisite changes to
proofs. We refer the reader to [46] for more details.
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