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Abstract

This article surveys some of the work on the theoretical foundations of
runtime monitoring carried out by various subsets of its authors over the last
decade. It focuses on runtime monitoring of classic regular properties, of
data-dependent properties and of hyperproperties. The paper also highlights
the research philosophy guiding those studies, and the role that classic notions
and techniques from concurrency theory have played in them.

1 Introduction
Runtime monitoring (also known as runtime verification) is a lightweight verifi-
cation technique that can be used to determine whether a system satisfies some
given requirements as it executes in its actual operating environment. The origins
of modern runtime monitoring can be traced back to an influential workshop or-
ganised by Klaus Havelund and Grigore Rosu in 2001 [55], which then became
the International Conference on Runtime Verification1 that celebrated its 25th
anniversary in 2025. To the best of our knowledge, Havelund and Rosu also coined
the term ‘runtime verification’.

1See https://runtime-verification.github.io/.
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Figure 1: Runtime monitoring.

The general setting for (online) runtime monitoring is shown in Figure 1.
Assume that we wish to determine whether a system operates according to some
specification φ expressed in a formal specification language. In runtime monitoring,
a computational entity called monitor is used to check whether the system under
scrutiny satisfies φ or not. The task of a monitor for φ is to analyse the observable
events in the current execution trace and to use the information it gleans from those
observations to determine whether the system satisfies or violates the specification
φ. Since the monitoring set-up should be part of the trusted computing base, it is
desirable to synthesise monitors from specifications automatically and in a provably
correct way. Indeed, as discussed in [1, 77] amongst other references, writing and
maintaining monitors manually is costly and error prone.

Runtime monitoring is an increasingly popular verification technique that can
be used in conjunction with classic approaches for the analysis and validation
of software-based systems such as model checking [26, 42], deductive verifica-
tion [22,29,64] and testing [69]. Indeed, several characteristics of runtime monitor-
ing make it particularly suitable in the analysis of modern computing systems. For
starters, runtime monitoring is a best-effort verification approach that focuses on
analysing a single system execution (or possibly a few of them, as in offline monitor-
ing or in the multiple-execution, online-monitoring setting studied in [20]). Thus,
runtime monitoring does not suffer from the infamous state-explosion problem and
is typically more scalable than variations on model checking, which are based on
an exhaustive exploration of the state space of the system. (For a counterpoint,



see the complexity results presented in [66, 67].) Moreover, runtime monitoring
typically treats the system as a black box and can be applied also when a model of
the system under scrutiny or its source code are not available, for instance, because
the system is proprietary. The black-box nature of runtime monitoring makes it
an excellent fit for the analysis of systems that employ machine learning compo-
nents and other subsystems based on artificial intelligence artefacts [36, 57, 76, 80].
Moreover, runtime monitoring can exploit the availability of multi-core systems,
in that, while some of the processing units in a system carry out tasks pertaining to
achieving system objectives, others can check whether a system execution satisfies
the correctness requirements identified at design time. Finally, runtime monitoring
takes place post-deployment while the system is running in its actual operating
environment. This makes this approach very useful in settings, such as autonomous
robotics and security, where it is practically impossible to imagine all the possible
environments in which a system will operate [45, 75]. We are creative, but Nature
is often adversarial and more creative than we are!

However, the aforementioned advantages of runtime monitoring as a verifica-
tion technique come at the price of a loss of expressiveness. Indeed, as indicated in
Figure 1, a monitor issues a verdict on whether the system under scrutiny satisfies
the requirement expressed by φ after having observed a finite fragment of the
system execution. There are properties for which this information is not sufficient
to reach a conclusive verdict. As an example, consider the property ‘the a action is
performed infinitely often’. If a system can perform at least two different actions,
then a monitor will never be able to determine conclusively whether that property
is satisfied or violated, no matter what finite trace of actions it has observed thus
far. Therefore, as Figure 1 makes clear, in general, the logic of monitors is (at
least) three valued in that the verdict of a monitor for some property might remain
forever inconclusive.

In light of the above discussion, a natural question to ask is whether one
can characterise the collection of properties expressible in a given specification
language that can be monitored in some given monitoring set-up, by what type of
monitors and with what correctness guarantees. That question has been at the heart
of the work on the theoretical foundations of monitorability carried out by various
subsets of the authors of this article since our team’s initial study of that topic
in [50, 51]. Perhaps unsurprisingly, in light of our research background, we have
attempted to answer it through the lens of concurrency theory. More specifically,
our work on runtime monitoring has so far been based on, and guided by, the
following design decisions.

• We have used variations on Hennessy-Milner logic with recursion [63] as
our touchstone language for writing specifications of system behaviour. That
logic is closely related to the modal µ-calculus [61] and can express the



operators in classic temporal logics [46]. Moreover, we use the standard
branching- and linear-time semantics for the logics we study and do not
change it to fit the runtime-monitoring setting. To our mind, doing so
allows one to develop a theory of runtime monitoring for those logics that
can be seamlessly combined, as needed, with other approaches to system
verification such as model checking.

• We have employed variations on Milner’s CCS [68] as our formalism for
describing monitors. All our monitor-description languages come equipped
with a structural operational semantics [72] that gives the semantics of
monitors in terms of a labelled transition system [60]. We also use structural
operational semantics to define the interaction between a system under
scrutiny and a monitor observing its execution. Moreover, the operators
that can be used to construct monitors are carefully chosen, in each case, to
facilitate the syntax-directed definition of correct-by-construction, monitor-
synthesis procedures from logical specifications. This allows us to reason
about monitors, their behaviour and their correctness guarantees using classic
proof techniques such as rule induction and structural induction.

• Our study of the specifications in our touchstone logics that can be monitored
is relative to a given monitoring set-up. Indeed, the collection of monitorable
properties depends on the power of the entities that carry out the monitoring
task, viz. the monitors, and on the correctness guarantees one wants the mon-
itoring process to uphold. Our tenet is that monitorability is best viewed as a
spectrum of notions, which reflects the trade-off between what properties can
be monitored and the correctness guarantees one would like to have—see the
article [16], which relates our approach to classic notions of monitorability
such as the one given by Pnueli and Zaks in [73] and those studied in [54].

• For each point in the spectrum of notions of monitorable properties, we have
striven to identify fragments of our touchstone logic that are expressively
complete, meaning that every monitorable property is logically equivalent
to a formula in that fragment. Apart from their intrinsic theoretical interest,
those characterisations may also have practical relevance. Indeed, the def-
inition of automated, syntax-directed, monitor-synthesis procedures need
only deal with formulae in the relevant fragment and can be optimised using
its syntactic features. Moreover, designers specifying correctness properties
can rest assured that if they specify system requirements using a formula
in a given fragment, then (1) their requirements can be monitored at run-
time with the correctness guarantees that accompany that fragment and (2)
correct-by-construction monitors that do so can be generated automatically.



In the rest of this article, we will limit ourselves to presenting three exhibits
describing the above-mentioned research approach at work. We will begin by
discussing a classic setting in which system executions are expressed as (finite and)
infinite traces (Section 2). We will then consider two variations on that setting
dealing with monitoring of systems whose behaviour is data dependent (Section 3)
and with centralised and decentralised monitoring of hyperproperties (Section 4).
In each section, we will keep the presentation relatively informal, focusing on the
main ideas and the key results that highlight the research philosophy underlying
our work. We hope that readers will be enticed to check the scientific publications
we cite for information on the technical details and on the software tools based on
the theoretical results. The paper ends with some concluding remarks in Section 5.

Disclaimer This article is meant to be an appetiser offering a small taste of
some of our work on runtime monitoring and highlighting its guiding principles,
couched in classic concurrency theory. It is not a survey of the literature on runtime
monitoring, which is vast and would deserve a handbook-length treatment. We
refer our readers to [28, 65, 74, 78] and the references therein for overviews of the
work done in the field of runtime monitoring.

2 Exhibit A: Adventures in classic monitorability

We start our journey by studying monitorability in a classic setting in which a
system under scrutiny can perform observable actions from a non-empty, finite set
Act, ranged over by a and b. Following Milner [68], we use τ as a distinguished
unobservable system action that does not occur in Act and let µ ∈ Act ∪ {τ}.

In this setting, infinite sequences of observable actions t, u ∈ Trc = Actω,
which we usually call traces, are a natural model for (the observable content of)
system executions. Occasionally, we need to refer to finite traces, denoted by
s, r ∈ Act∗, to represent objects such as a finite prefix of a system run. A trace
and a finite trace with action a at their head are denoted by at and as, respectively.
We write st for a trace that has prefix s and suffix t. A similar notation is used for
prefixes and suffixes of finite traces. The empty finite trace ε is a prefix of every
(finite) trace.

2.1 Syntax and semantics of recHML
As mentioned in the introduction, we use Hennessy-Milner logic with recursion
recHML [19, 63] as our touchstone specification language. This is the collection



Syntax

φ, ψ ∈ recHML ::= tt (truth) | ff (falsehood)
| φ∨ψ (disjunction) | φ∧ψ (conjunction)
| ⟨a⟩φ (possibility) | [a]φ (necessity)
| min X.φ (min. fixed point) | max X.φ (max. fixed point)
| X (rec. variable)

Linear-Time Semantics

⟦tt⟧ρ def

= Trc ⟦ff⟧ρ def

= ∅

⟦φ1∧φ2⟧ρ
def

= ⟦φ1⟧ρ ∩ ⟦φ2⟧ρ

⟦φ1∨φ2⟧ρ
def

= ⟦φ1⟧ρ ∪ ⟦φ2⟧ρ

⟦[a]φ⟧ρ def

=
{
t | ∀u · t = au implies u ∈ ⟦φ⟧ρ

}
⟦⟨a⟩φ⟧ρ def

= {t | ∃u · t = au and u ∈ ⟦φ⟧ρ}
⟦minX.φ⟧ρ def

=
⋂
{T | ⟦φ⟧ρ[X 7→ T] ⊆ T}

⟦maxX.φ⟧ρ def

=
⋃
{T | T ⊆ ⟦φ⟧ρ[X 7→ T]} ⟦X⟧ρ def

= ρ(X)

Figure 2: Syntax and linear-time semantics of recHML.

of formulae generated by the grammar in Figure 2. Such formulae are built from
a countably infinite set of logical variables X,Y ∈ LVar, which are used to define
recursive formulae expressing least or greatest fixed points. Formulae min X.φ and
max X.φ bind free occurrences of the logical variable X in φ, inducing the usual
notions of open/closed formulae and formula equality up to alpha-conversion. In
what follows, we tacitly restrict ourselves to considering only closed formulae.

Apart from the standard Boolean constructs and the fixed-point operators, the
logic is equipped with action-labelled possibility and necessity modalities from
classic Hennessy-Milner logic [56].

The function ⟦−⟧ in Figure 2 gives the denotational semantics of recHML. It
maps a formula φ to the set ⟦φ⟧ of the traces that satisfy φ, and gives the linear-time
semantics of recHML. It uses valuations that map logical variables to sets of traces,
ρ : LVar → P(Trc), to define the semantics by induction on the structure of the
formulae. The notation ρ[X 7→ T] denotes the valuation that maps X to T and
agrees with ρ on all the other logical variables. It is well known that the choice of
the valuation ρ is immaterial for a closed formula φ. Therefore, we write ⟦φ⟧ for
the set of traces that satisfy a closed formula φ.

Intuitively, ρ(X) is the set of traces assumed to satisfy X. The cases for the
Boolean operators are standard. An existential modal formula ⟨a⟩φ denotes all



traces of the form at where t satisfies φ. A universal modal formula [a]φ denotes
all traces that do not start with a or have the form au for some u satisfying φ. The
sets of traces satisfying the least and greatest fixed-point formulae, min X.φ and
max X.φ, are defined as the intersection (respectively, union) of all the pre-fixed
points (respectively, post-fixed points) of the endofunction over the powerset of
Trc induced by the formula φ. Intuitively, greatest fixed-point formulae may be
used to describe safety properties—that is, properties that are satisfied by a trace
t unless there is some finite prefix of t that provides evidence to the contrary.
On the other hand, least fixed-point formulae express liveness properties—that
is, properties that are satisfied by a trace t only if there is some finite prefix of t
that witnesses that fact [75]. By way of example, as our readers might want to
check, ⟦max X.⟨a⟩X⟧ = {aω} = ⟦max X.(⟨a⟩X ∧ X)⟧ whereas ⟦min X.⟨a⟩X⟧ = ∅.
Moreover, assuming that Act = {a, b}, the set ⟦min X.(⟨a⟩tt ∨ ⟨b⟩X)⟧ contains all
traces apart from bω; thus, the formula min X.(⟨a⟩tt ∨ ⟨b⟩X) expresses the liveness
property ‘the trace eventually contains an a’.

Two formulae φ and ψ in recHML are logically equivalent (over Trc) when
⟦φ⟧ = ⟦ψ⟧.

Remark. It is well known that, even though it does not include a negation operator,
the logic recHML is semantically closed under negation—that is, for every formula
φ in recHML there is a formula φ in recHML such that ⟦φ⟧ = Trc\⟦φ⟧. The use of
a logic without negation ensures that all formulae define monotonic endofunctions
over P(Trc), avoiding the need for syntactic restrictions over the collection of
formulae.

A formula is guarded if every occurrence of each fixed-point variable appears
within the scope of a modality within its fixed-point binding. For example, the
formulae max X.⟨a⟩X and min X.(⟨b⟩tt ∨ ⟨a⟩X) are guarded, but max X.(⟨a⟩X ∧ X)
is not. Without loss of expressiveness, we assume that all formulae are guarded.
Indeed, each formula is logically equivalent to a guarded one [35, 62].

Remark. The definitions of ⟦−⟧ and of logical equivalence apply equally well to
other classic trace-based domains such as the collection of finite traces Act∗ and
that of finite and infinite traces Act∗ ∪Actω. The latter domain was dubbed the set
of finfinite traces in [13].

Remark. Over the domain of infinite traces built from a finite set of actions Act,
the modal operator [a] can be expressed using ⟨a⟩ as follows:

[a]φ = ⟨a⟩φ ∨
∨

b∈Act\{a}

⟨b⟩tt.

However, this fails over finite or finfinite traces. For example, over those domains,
there is no formula that does not use the necessity modal operators and is logically



equivalent to [a]ff, which expresses the fact that a trace does not start with the
action a. Indeed, as our readers can check, every formula that does not use the
necessity modal operators and is satisfied by the empty trace is a tautology.

2.2 What are the monitorable recHML formulae?
Now that we have introduced our touchstone specification language recHML, we
are ready to study which properties expressible in it are monitorable and with
which correctness guarantees. However, in order to do so, we first need to define
precisely when a formula in recHML is monitorable over Trc.

As we mentioned in the introduction, one of our tenets is that the notion of
monitorability should be defined in terms of the computational devices that carry
our the monitoring process, viz. the monitors. As depicted in Figure 1, a monitor
may reach any one of three verdicts after analysing a finite trace: acceptance,
which we denote by yes, rejection, which we write as no, and the inconclusive
verdict, written end. Following [73], verdicts are irrevocable, meaning that a
monitor cannot change its mind after it has issued a verdict.

At an abstract level, a monitor m can therefore be fully characterised by the
set A(m) of finite traces for which it issues an acceptance verdict yes and the set
R(m) of finite traces for which it issues a rejection verdict no. Since verdicts are
irrevocable, the sets A(m) and R(m) are extension closed, that is, they satisfy the
following natural closure properties:

• if s ∈ A(m) then sw ∈ A(m) for each w ∈ Act∗, and

• if s ∈ R(m) then sw ∈ R(m) for each w ∈ Act∗.

Another sanity criterion for monitors is that they be consistent, namely that A(m)
and R(m) are disjoint. Consistent monitors cannot accept and reject the same finite
trace.

For the moment, we assume that each monitor m is described by two sets
of finite traces A(m) and R(m) satisfying the aforementioned closure properties.
We will then see how those sets can be associated to monitors described using a
process-algebraic language using their operational semantics, which details how
monitors evolve when observing a trace describing the observable content of a
system run.

Definition 2.1. A monitor m accepts a trace t ∈ Trc iff t = su for some s ∈ A(m)
and u ∈ Trc. Similarly, a monitor m rejects a trace t ∈ Trc iff t = su for some
s ∈ R(m) and u ∈ Trc.

Remark. The definition of when a monitor accepts or rejects a trace given in [13] is
based on a binary operation, called instrumentation, whose structural operational



semantics describes how a monitor evolves when it observes a trace. That def-
inition is equivalent to the one given in Definition 2.1. The same applies to the
corresponding notions we use in Sections 3 and 4.

Here, we eschewed the introduction of different instrumentation operations to
reduce the amount of technical machinery in the presentation of our results.

We are now ready to define the key concepts of monitor soundness and (partial)
completeness with respect to a formula in recHML.

Definition 2.2 (Monitor Soundness and (Partial) Completeness over Traces). Let
φ be closed formula in recHML.

• A monitor m is sound for φ if for all t ∈ Trc:

– if m accepts t then t ∈ ⟦φ⟧;

– if m rejects t then t < ⟦φ⟧.

• A monitor m is satisfaction-complete for φ if for all t ∈ Trc, if t ∈ ⟦φ⟧ then
m accepts t. It is violation-complete for φ if for all t ∈ Trc, if t < ⟦φ⟧ then m
rejects t.

• A monitor m is complete for φ if it is both violation- and satisfaction-complete
for it.

Soundness of a monitor for a formula is a non-negotiable requirement if mon-
itors are to be used in a verification setting. Moreover, as our readers can easily
check, it guarantees that a monitor is consistent. However, soundness alone is
a very weak correctness guarantee; indeed, a monitor that neither accepts nor
rejects any trace is sound for every property. The three flavours of completeness
described above provide more monitor-correctness guarantees; they reflect the fact
that runtime monitoring is, in general, less expressive than verification techniques
such as model checking and, therefore, completeness might be unattainable using
it for sufficiently powerful specification languages. Hence, to our mind, it is crucial
to characterise the collection of properties that can be monitored in a sound and
complete, violation- or satisfaction-complete way. Before presenting such charac-
terisations, we introduce an operational model of monitors that we have employed
to obtain those characterisation results.

The language we use to describe monitors, m, n ∈ Mon, is defined by the
grammar and the transition rules in Figure 3. It is a variation on the restriction-
and relabelling-free fragment of Milner’s CCS [68], where we use verdicts v ∈
{yes, no, end} in lieu of the nil process and we endow monitors with conjunctive
parallelism, ⊗, and disjunctive parallelism, ⊕. Intuitively, the ⊗ operator over



Syntax of monitors

m, n ∈ Mon ::= v | a.m | m + n | rec x.m | x
| m⊗n | m⊕n

Structural operational semantics of monitors

mAct
a.m

a
−→ m

mRec
rec x.m

τ
−→ m[rec x.m/x]

mSelL
m

µ
−−→ m′

m + n
µ
−−→ m′

mSelR
n

µ
−−→ n′

m + n
µ
−−→ n′

mVer
v

a
−→ v

mPar
m

a
−→ m′ n

a
−→ n′

m⊙n
a
−→ m′⊙n′

mTauL
m

τ
−→ m′

m⊙n
τ
−→ m′⊙n

mVrE
end⊙end

τ
−→ end

mVrC1
yes⊗m

τ
−→ m

mVrC2
no⊗m

τ
−→ no

mVrD1
no⊕m

τ
−→ m

mVrD2
yes⊕m

τ
−→ yes

Figure 3: Syntax and semantics of monitors.

monitors plays the role of conjunction over formulae in that a monitor of the form
m⊗n can only reach the acceptance verdict yes if both m and n can do so. Similarly,
the ⊕ operator over monitors is akin to disjunction over formulae in that a monitor
of the form m⊕n can only reach the verdict yes if m or n can do so. Figure 3
presents the structural operational semantics of parallel monitors that formalises
their behaviour. (We use the notation ⊙ to stand for ⊗ or ⊕, that is, ⊙ ∈ {⊗,⊕}.)
Rule mPar states that both submonitors need to be able to analyse an external
action a for their parallel composition to transition with that action. The rules in
Figure 3 also allow τ-transitions for the reconfiguration of parallel compositions of
monitors. For instance, rules mVrC1 and mVrC2 describe the fact that, whereas
yes verdicts are uninfluential in conjunctive parallel compositions, no verdicts
supersede the verdicts of other monitors in conjunctive parallel compositions.
(Figure 3 omits the symmetric rules.) The dual applies for yes and no verdicts
in a disjunctive parallel composition, as described by rules mVrD1 and mVrD2.
Rule mVrE applies to both forms of parallel composition and consolidates multiple



inconclusive verdicts. Rules mTauL and its dual mTauR (omitted) are contextual
rules for these monitor reconfiguration steps. Finally, we highlight the transition
rule for verdicts, describing the fact that, from a verdict state, any action can be
analysed by transitioning to the same state; verdicts are thus irrevocable. The other
rules are standard.

Remark. The conclusion of the transition rule for verdicts could be generalised to
v

µ
−−→ v as done in [6]. Doing so would make the algebraic theory of monitors

slightly more elegant without changing any of the results we present in this section.
For the sake of consistency with previous work, here we decided to stick to the rule
given in [13, 50, 51].

Using the operational semantics of monitors, we can now define the sets of
finite traces A(m) and R(m) associated with a monitor m. In what follows, we
write m

s
=⇒ m′ for some monitors m,m′ and s ∈ Act∗ when there is a sequence

of transitions leading from m to m′ whose observable content is equal to s. For
instance, m

ε
=⇒ m′ means that m can transition to m′ by performing a sequence

of τ-labelled transitions and m
a
=⇒ m′ holds when there are m1 and m2 such that

m
ε
=⇒ m1

a
−→ m2

ε
=⇒ m′.

Definition 2.3. For each m ∈ Mon, we define

A(m) = {s | m
s
=⇒ yes} and R(m) = {s | m

s
=⇒ no}.

Example 2.1. As we observed earlier, ⟦max X.⟨a⟩X⟧ = {aω} and therefore the
formula max X.⟨a⟩X expresses the fact that a system run only produces action
a. Assume, for the sake of simplicity, that Act = {a, b}. Consider the monitor
m = rec x.(a.x + b.no). It is not hard to see that A(m) is empty and R(m) contains
all the strings in Act∗ that have at least one occurrence of b. This means that
m is sound and violation-complete for max X.⟨a⟩X. On the other hand, there is
no monitor that is sound and satisfaction-complete for max X.⟨a⟩X. Indeed, any
satisfaction-complete monitor n for that formula would have to accept the trace aω,
since that trace satisfies max X.⟨a⟩X. This means that ak ∈ A(n) for some k ≥ 0.
Therefore, n would also accept the trace akbω and would be unsound. It follows
that there is no sound and complete monitor for max X.⟨a⟩X.

Consider now the formula min X.(⟨a⟩tt ∨ ⟨b⟩X). As we mentioned earlier in the
paper, assuming that Act = {a, b}, that formula is satisfied by every trace apart from
bω. Consider the monitor m = rec x.(a.yes + b.X). It is not hard to see that R(m) is
empty and A(m) contains all the strings in Act∗ that have at least one occurrence of
a. This means that m is sound and satisfaction-complete for min X.(⟨a⟩tt ∨ ⟨b⟩X).



On the other hand, reasoning as above, our readers can convince themselves that
there is no monitor that is sound and violation-complete for that formula.

As we shall see shortly, the non-existence of complete monitors for the formulae
we have used in this example is an instance of a general phenomenon. Indeed, only
formulae whose satisfaction can be determined by observing a bounded prefix of a
trace can be monitored in a sound and complete way.

We are now ready to present the characterisation of the formulae in recHML
that have sound and (partially) complete monitors. Below we write HML for the
collection of recHML formulae that do not use fixed-point operators (that is, the
formulae in classic Hennessy-Milner logic), maxHML for the set of recHML for-
mulae that do not use the least-fixed-point operator and minHML for the fragment of
recHML consisting of the formulae without occurrences of the greatest-fixed-point
operator.

Theorem 2.1 (Aceto et al. [13]). Let φ ∈ recHML.

1. There is a sound and complete monitor m ∈ Mon for φ iff φ is logically
equivalent to a formula in HML.

2. There is a sound and violation-complete monitor m ∈ Mon for φ iff φ is
logically equivalent to a formula in maxHML.

3. There is a sound and satisfaction-complete monitor m ∈ Mon for φ iff φ is
logically equivalent to a formula in minHML.

The proofs of the above-mentioned results are based on syntax-directed con-
structions that produce monitors with the stated correctness guarantees from for-
mulae in the relevant fragments of recHML—see [13, Definitions 4.4 and 4.12].
For example, the following function constructs a sound and complete monitor from
a formula φ in HML:

m(ff) def

= no m(φ1∧φ2) def

= m(φ1)⊗m(φ2) m([a]φ) def

= a.m(φ) +
∑
b,a

b.yes

m(tt) def

= yes m(φ1∨φ2) def

= m(φ1)⊕m(φ2) m(⟨a⟩φ) def

= a.m(φ) +
∑
b,a

b.no.

In the above-mentioned reference, we also show how to convert monitors into the
formulae in a given fragment for which they are sound and (partially) complete [13,
Definitions 4.7 and 4.13]. Moreover, we prove that monitors that make no use
of the parallel conjunction and parallel disjunction operators suffice to establish
Theorem 2.1 and that those monitors can be determinised—see [13, Proposition
3.11]. Intuitively, that result is based on the fact that a parallel monitor m of the type



we construct from formulae describes alternating automata recognising A(m) and
R(m), which can then be converted into monitors that express NFAs and equivalent
DFAs that accept A(m) and R(m). However, the price to be paid to carry out those
conversions is hefty and unavoidable—see [13, Proposition 3.11] and [14].

Using non-constructive means, one can show a stronger version of Theo-
rem 2.1(1) that applies to complete monitoring for any logic defined over traces.
(See [13, Theorem 4.8].)

Theorem 2.2. Let m be a monitor from a monitoring system where

• verdicts are irrevocable, that is, A(m) and R(m) are extension closed, and

• acceptance and rejections are defined as in Definition 2.1.

For any property φ with a trace interpretation (not necessarily syntactically rep-
resented using recHML), if m is sound and complete for φ then φ is logically
equivalent to some formula in HML.

Remark. The above-mentioned monitorability results hold when formulae are inter-
preted over infinite traces. If we consider finfinite traces instead, the monitorability
picture changes considerably. Indeed, it turns out that, up to logical equivalence,

• only the formulae tt and ff have sound and complete monitors (see Lemma
5.4 in [13]);

• the only formulae that have sound and violation-complete monitors are those
expressible in the safety fragment of recHML, which contains only the
Boolean constants, conjunction, necessity modalities and greatest fixed-point
operators (see [13, Proposition 5.8]); and

• the only formulae that have sound and satisfaction-complete monitors are
those expressible in the co-safety fragment of recHML, which contains
only the Boolean constants, disjunction, possibility modalities and least
fixed-point operators (see [13, Proposition 5.8]).

We refer readers interested in reading more about our results dealing with
classic monitorability to [10–12,14–16,49,50,50], which study the branching- and
the linear-time settings and their relationships.

The monitoring tool detectEr for Erlang programs2 is inspired by the theoretical
developments presented in some of those references. However, that tool deals with
properties of programs whose behaviour is data dependent, which go beyond the
classic setting we have described so far. This realisation motivates the next step in
our journey, where we study some of the theoretical developments that underpin
the practice of runtime monitoring for data-driven systems [8, 27].

2See https://duncanatt.github.io/detecter/ and the references [7, 24, 25, 37–39].

https://duncanatt.github.io/detecter/


3 Exhibit B: Monitoring systems with data

In this section, we apply our research approach to a setting with data. We define
recHMLd, an extension of recHML tailored to express properties of traces of
system executions that contain data values. We also present some results pertaining
to the characterisation of monitorable fragments of that logic from [8].

Since we consider linear-time properties as we did in Section 2, we model
system executions as data ω-words. Typically, those are infinite words whose
elements are pairs consisting of a letter from a finite alphabet and a data value from
an infinite data domain. Since the finite alphabet plays no role in our developments
and can be simulated [70], we omit it for simplicity. A data word is thus an infinite
sequence of values from an infinite data domain.

For the rest of this section, we fix a countably infinite data domain D, whose
only predicate is ‘=’ and is decidable. Concrete examples of such data domains
include the sets N, Z, Q and {0, 1}∗ with equality, amongst others. An infinite
(respectively, finite) trace is a data word, that is, an infinite (respectively, finite)
sequence t ∈ Dω (respectively, w ∈ Dn for some n ∈ N); the set of all infinite traces
is denoted Trcd = Dω (respectively, FTrcd = D∗ for finite traces).

3.1 Syntax and semantics of recHMLd

To express properties of traces of data values, we use an extension of recHML,
called recHMLd. Its syntax and semantics are described in Figure 4. The new
ingredients in the syntax of recHMLd are as follows. In addition to logical variables,
formulae are built from a countably infinite set of data variables, x, y ∈ DVar,
ranging over an infinite domain of data values, d ∈ D. To reason about the data
carried by process actions, modalities are augmented with decidable, quantifier-
free Boolean constraint expressions, b, c ∈ BExp, defined over D and DVar ∪ {⋆},
where ⋆ < DVar is a placeholder variable for the current action d ∈ D produced
by a system run. The free data variables x ∈ DVar that appear in b are bound by
existential and universal quantification constructs ∃ x.φ and ∀ x.φ. Intuitively, the
formula ∃ x.φ is satisfied by a trace t if there is some d ∈ D such that t satisfies φ
when the value of x is set to d. On the other hand, a trace t satisfies ∀ x.φ when,
for each d ∈ D, t satisfies φ when the value of x is set to d.

The formal definition of the semantics of recHMLd requires several ingredients
and is in the spirit of the one presented in [52] for a similar logic. We introduce
them next to make the presentation self-contained. Readers who are not interested
in the formal details of the semantics can gain an intuitive understanding of the
constructs of recHMLd and of their expressiveness by reading the formulae in



recHMLd Syntax

φ, ψ ∈ recHMLd ::= tt | ff | ⟨ b ⟩φ | [ b ]φ | ∃ x.φ | ∀ x.φ | φ ∨ ψ | φ ∧ ψ
| min X. (φ) | max X. (φ) | X

Fragments

φ, ψ ∈ cHMLd ::= tt | ⟨ b ⟩φ | ∃ x.φ | φ ∨ ψ | φ ∧ ψ | min X. (φ) | X

φ, ψ ∈ sHMLd ::= ff | [ b ]φ | ∀ x.φ | φ ∨ ψ | φ ∧ ψ | max X. (φ) | X

φ, ψ ∈ disjHMLd ::= tt | ⟨ b ⟩φ | ∃ x.φ | φ ∨ ψ | min X. (φ) | X

φ, ψ ∈ HMLd ::= tt | ff | ⟨ b ⟩φ | [ b ]φ | ∃ x.φ | ∀ x.φ | φ ∨ ψ | φ ∧ ψ

Semantics

⟦ tt ⟧ρδ
def

= Trcd ⟦ ff ⟧ρδ
def

= ∅ ⟦ X ⟧ρδ
def

=
(
ρ(X)
)
(δ)

⟦ ⟨ b ⟩φ ⟧ρδ
def

=
{
t | (∃u, d.t = du and bδ[⋆ 7→ d] ⇓ true and u ∈ ⟦φ ⟧ρδ)

}
⟦ [ b ]φ ⟧ρδ

def

=
{
t | (∀u, d.(t = du and bδ[⋆ 7→ d] ⇓ true) implies u ∈ ⟦φ ⟧ρδ)

}
⟦∃ x.φ ⟧ρδ

def

=
⋃
d∈D

⟦φ ⟧
ρ
δ[x 7→d]

⟦∀ x.φ ⟧ρδ
def

=
⋂
d∈D

⟦φ ⟧
ρ
δ[x 7→d]

⟦φ ∨ ψ ⟧
ρ
δ

def

= ⟦φ ⟧
ρ
δ ∪ ⟦ψ ⟧

ρ
δ

⟦φ ∧ ψ ⟧
ρ
δ

def

= ⟦φ ⟧
ρ
δ ∩ ⟦ψ ⟧

ρ
δ

⟦min X. (φ) ⟧ρδ
def

=
(� {

F | λδ′.⟦φ ⟧ρ[X 7→F]
δ′ ⊑ F

})
(δ)

⟦max X. (φ) ⟧ρδ
def

=
(⊔{

F | F ⊑ λδ′.⟦φ ⟧ρ[X 7→F]
δ′

})
(δ)

Expressions

b, c ∈ BExp ::= true | e = f | ¬ b | b∧ c e, f ∈ Exp ::= x ∈ DVar | ⋆

Figure 4: Syntax and linear-time semantics of recHMLd.



Example 3.1 and the natural-language descriptions of the properties they describe
given there. The intuition provided there suffices to grasp the gist of the main
results we present in this section.

We define the domains DEnv = DVar ⇀ D of data environments, DInt =
DEnv⇀ 2Trcd of data interpretations, and TEnv = LVar⇀ DInt of trace environ-
ments (where A ⇀ B denotes the set of partial functions from set A to set B). A
data environment, δ ∈ DEnv, is a partial function with a finite domain mapping
data variables to values from D; analogously, a trace environment, ρ ∈ TEnv, maps
logical variables to data interpretations F,G ∈ DInt, that given δ, return a set of
traces, whose intended meaning is the interpretation of the logical variable in the
data environment δ.

The linear-time semantics of recHMLd is given by the denotational semantic
function ⟦− ⟧ defined inductively in Figure 4. Formulae are interpreted with
respect to a trace environment ρ that gives meaning to logical variables, and a
data environment δ that assigns values to data variables in Boolean constraint
expressions. We write ⟦φ ⟧ρδ for the set of traces that satisfy φ with respect to ρ
and δ.

An expression b defines a set of external system actions with respect to a data
environment δ. An action d is in this set when the data value it carries satisfies
b modulo δ, written bδ ⇓ true. Possibility formulae ⟨ b ⟩φ denote all the traces
t = du that begin with an action d that is in the action set described by bδ and
whose tail u satisfies the continuation formula φ. Dually, necessity formulae [ b ]φ
describe all the traces that, whenever they begin with an action d that is in the action
set described by bδ, continue with a trace that satisfies φ. Note that, in the linear-
time setting, necessity can be expressed as possibility: [ b ]φ ≡ ⟨¬b ⟩ tt ∨ ⟨ b ⟩φ,
and dually ⟨ b ⟩φ = [¬b ] ff∧[ b ]φ. The existential quantifier ∃x.φ is interpreted as
the set of traces that satisfy φ by assigning some d ∈ D to x; the universal quantifier
∀ x.φ is the set of traces satisfying φ under all such assignments. Formulae are
only interpreted with respect to data environments whose domain includes the set
of free data variables occurring in them.

Since the logic does not have an explicit negation operator, for all φ the semantic
function ⟦φ ⟧ρδ is monotonic in ρ over the complete lattice (DInt,⊑), where the
partial order ⊑ corresponds to graph inclusion. Formally, it is defined, for all
F,G ∈ DInt, as F ⊑ G whenever ∀δ ∈ DEnv.F(δ) ⊆ G(δ). As is standard
in the modal µ-calculus, recursion is interpreted through fixed points: by the
Knaster-Tarski theorem [79], min X. (φ) and max X. (φ) respectively correspond
to the least and greatest fixed point of the operator that maps a data interpretation
F : DEnv→ 2Trcd to the data interpretation δ 7→ ⟦φ ⟧ρ[x 7→F]

δ . This is the analogue
of the operator used to define the semantics of recHML over traces in Section 2,
lifted to the case of infinite alphabets by parameterising the interpretation by a data
environment, in the spirit of [52]. To obtain the sought interpretation for min X. (φ)



and max X. (φ), one then applies the least (respectively, greatest) fixed point of
this operator (which is a function from data environments to sets of traces) to the
current data environment δ.

Example 3.1. To give an intuition of the logic and its expressiveness, we present a
few elementary recHMLd properties, along with their respective fragments, and
discuss their meaning informally.

• The following formula in HMLd states that the first and the second data
values in a trace are equal:

φf=s
def

= ∃ x.⟨ x = ⋆ ⟩ ⟨ x = ⋆ ⟩ tt. (1)

Indeed, the only way for the first modality ⟨ x = ⋆ ⟩ to be satisfied is if x
takes the value of the first data value. Then, the second modality ⟨ x = ⋆ ⟩ is
satisfied exactly when the second value is equal to x, and hence to the first
value.

• The following formula in cHMLd expresses the requirement that the first
data value appears again in a trace:

φleak
def

= ∃ x.⟨ x = ⋆ ⟩min X. (⟨ x = ⋆ ⟩ tt ∨ ⟨ x , ⋆ ⟩ X), (2)

where we use x , ⋆ to abbreviate ¬(x = ⋆). As above, x stores the first data
value. Then, we use recursion to look for another occurrence of that value.
Intuitively, upon encountering a fixed-point variable X the formula recurses,
that is, we unfold the formula by replacing X with the whole min X. (φ) that
encloses it. Here, the formula recurses while it encounters values satisfying
x , ⋆, and is satisfied (reaching tt) if it encounters a value satisfying x = ⋆,
viz. the first value in the trace. Since this is a least-fixed-point formula
(denoted by the use of min), the formula is satisfied only if it recurses finitely
many times, which happens exactly when the first value appears again in a
trace.

• The following formula in disjHMLd expresses the requirement that some
data value appears at least twice in a trace:

φ3
def

=∃ x.φ(x) where (3)

φ(x) def

=min X. (⟨ x = ⋆ ⟩ψ(x) ∨ ⟨ x , ⋆ ⟩ X)

ψ(x) def

=min Y. (⟨ x = ⋆ ⟩ tt ∨ ⟨ x , ⋆ ⟩Y)

For a given value of x, the formula is satisfied only if this value is found once
(first disjunct of φ(x)) and then again (first disjunct of ψ(x)). Overall, the
formula is satisfied whenever there exists such a value, which thus appears
twice.



• The following formula states that all data values appearing in a trace are
pairwise distinct (negation by dualisation of the disjHMLd formula above):

φ4
def

=∀ x.φ(x) where (4)

φ(x) def

=max X. ([ x = ⋆ ]ψ(x) ∧ [ x , ⋆ ] X)

ψ(x) def

=max Y. ([ x = ⋆ ] ff ∧ [ x , ⋆ ] Y)

Dually to the one we just discussed, this formula is not satisfied whenever
some value appears twice in a trace.

• The following formula in recHMLd states that there exists a data value that
never appears:

φ5
def

= ∃ x.max X. ([ x = ⋆ ] ff ∧ [ x , ⋆ ] X) (5)

As for φ4, the greatest-fixed-point operator max allows one to forbid a data
value (existentially guessed using the ∃ quantifier) from appearing in a trace.
Indeed, once we have guessed a value for x, the formula

max X. ([ x = ⋆ ] ff ∧ [ x , ⋆ ] X)

is satisfied unless that value appears in the trace, leading to a violation of the
subformula [ x = ⋆ ] ff. Recall that a greatest-fixed-point formula is satisfied
unless one of its finite unfoldings is violated by the trace under consideration.

As the formulae in the above example indicate, the logic recHMLd is very
expressive. Indeed, it turns out that even some of its fragments that make a
restricted use of fixed-point formulae are undecidable.

Theorem 3.1 (Theorems 3–4 in [8]). The satisfiability problem for cHMLd and
the validity problem for disjHMLd are undecidable.

The above result, which is shown by adapting and sharpening the reduction
used in the proof of [70, Theorem 18], paints a grim decidability picture for
recHMLd. By comparison, the satisfiability and validity problems for recHML
and the modal µ-calculus are EXP-complete [5, 61]. Fortunately, however, as
we will now see, those undecidability results do not prevent us from identifying
monitorable fragments of that logic.

3.2 What are the monitorable recHMLd formulae?
Our goal now is to determine which properties over Trcd = Dω can be monitored
and with what guarantees. As in the classic setting we considered in the previous



section, a monitor m can be abstractly characterised by two sets of finite data words
A(m) and R(m) included in D∗ that are disjoint and extension closed. The definition
of when a monitor accepts or rejects a trace in Trcd given in Definition 2.1 applies
to our current setting mutatis mutandis, as do those of monitor soundness and of
the various flavours of completeness with respect to a formula φ ∈ recHMLd and
to a property of traces T ⊆ Trcd. We say that the above notions are effective when
m can be computed by a Turing machine from φ or some other finitary description
of a property T .

In the finite alphabet case, we saw that all completely monitorable properties
of traces can be expressed in the fragment HML, which consists of the recHML
formulae without fixed-point operators (Theorem 2.2). The proof of that result
from [13] (see Theorem 4.8 in that reference) can be adapted to establish a counter-
part of that theorem in the setting of properties of data words. We tame the infinity
of the data domain by quotienting finite traces by bijections over D.

Theorem 3.2. Let T ⊆ Trcd be a set of traces that is stable under renamings
(that is, for all bijections σ : D → D, we have that σ(T ) = T). T is completely
monitorable iff it can be expressed in HMLd.

Remark. The set ⟦φ ⟧ is stable under renamings for each formula φ ∈ recHMLd.
Such sets are called equivariant in the theory of nominal sets [32, 71].

Remark. Theorem 3.2 does not hold if we consider the domain (N, <). Indeed,
there, one can define the set D = {d0d1 . . . dn#w | ∀i < j, di > d j}, which is
completely monitorable, since n is bounded by d0, but cannot be expressed in
HMLd since n depends on d0.

As Theorem 3.2 indicates, having to detect all satisfactions and all violations
prevents us from monitoring for behaviours that can happen after an unbounded
number of steps in a system execution. In what follows, we relax our notion of
completeness and focus on satisfaction-completeness, the ability to detect all satis-
factions of a property. Results dealing with violation-completeness are obtained by
duality.

In Figure 5, we introduce a model of monitors, along with a compositional
monitor-synthesis procedure from formulae in cHMLd (defined in Figure 4). We
encourage our readers to compare the syntax and semantics of monitors in the set-
ting with data given in Figure 5 with those we introduced in Figure 3. In particular,
note that the prefixing operator we employ in the setting with data corresponds
to a conditional choice on a Boolean expression b and matches the modalities
in recHMLd. Moreover, the construct guess x.m plays the role of quantification
over data values in formulae. Since the behaviour of monitors depends on the
current values of its data variables, the structural operational semantics of monitors



Syntax
m, n ∈ Mon ::= yes | end | (b).m | guess x.m | m ⊕ n | m ⊗ n | rec x.m | x

Configurations c ∈ C ::= (m, δ) | c ⊙ c, where m ∈ Mon is a monitor, δ ∈ DEnv
is a data environment and ⊙ is either ⊕ (parallel OR) or ⊗ (parallel AND).

Small-Step Semantics

v ∈ {yes, end}

v, δ
d
−−→ v, δ

bδ[⋆ 7→ d] ⇓ true

(b).m, δ
d
−−→ m, δ

d ∈ D
bδ[⋆ 7→ d] ⇓ false

(b).m, δ
d
−−→ end, δ

d ∈ D

guess x.m, δ
τ
−−→ m, δ[x 7→ d]

d ∈ D
rec x.m, δ

τ
−−→ m[rec x.m/x], δ

m ⊙ n, δ
τ
−−→ m, δ ⊙ n, δ

c1
d
−−→ c′1 c2

d
−−→ c′2

c1 ⊙ c2
d
−−→ c′1 ⊙ c′2

c1
τ
−−→ c′1

c1 ⊙ c2
τ
−−→ c′1 ⊙ c2

c2
τ
−−→ c′2

c1 ⊙ c2
τ
−−→ c1 ⊙ c′2

yes, δ ⊗ c
τ
−−→ c yes, δ ⊕ c

τ
−−→ yes, δ

Monitor Synthesis

m(tt) = yes m(∃ x.φ) = guess x.m(φ) m(⟨ b ⟩φ) = (b).m(φ)

m(φ ∨ ψ) = m(φ) ⊕m(ψ) m(φ ∧ ψ) = m(φ) ⊗m(ψ)
m(min X. (φ)) = rec x.m(φ) m(X) = x

Figure 5: Syntax, small-step semantics and synthesis of monitors.



employs configurations, which consist of parallel compositions of monitors, each
with its own data environment δ that assigns values to its data variables.

As we did earlier in the classic setting, using the operational semantics of
monitors, we can now define the set of finite traces A(m) ⊆ D∗ associated with a
monitor m. In what follows, we write m, ∅

s
=⇒ c for some monitor m, finite trace

s ∈ D∗ and configuration c when there is a sequence of transitions leading from
m, ∅ to c whose observable content is equal to s.

Definition 3.1. For each m ∈ Mon, we define

A(m) = {s | m, ∅
s
=⇒ yes, δ, for some δ}.

The notions of monitor soundness and satisfaction-completeness are defined
using A(m) as we did in the classic setting in Definition 2.2.

We now show that, as the following example indicates in a specific setting, the
monitoring system from Figure 5 yields sound and satisfaction-complete monitors
for formulae in cHMLd. Note that this fragment of recHMLd includes conjunctions,
and it can express ff as, for example, the formula ⟨ ⊥ ⟩ tt (where ⊥ stands for x , x)
and (linear-time) necessity modalities.

Example 3.2. Consider a server that issues identifier tokens. Assume that the first
token it issues is private and should not be leaked, that is, the server should not
satisfy the formula φleak given in (2), which we repeat below for ease of reference:

φleak
def

= ∃ x.⟨ x = ⋆ ⟩min X. (⟨ x = ⋆ ⟩ tt ∨ ⟨ x , ⋆ ⟩ X).

The application of the monitor-synthesis function in Figure 5 to the above formula
yields the monitor

mleak
def

= m(φleak) = guess x.(x = ⋆).rec x. ((x = ⋆).yes ⊕ (x , ⋆).X).

Consider an erroneous execution 110ω exhibited by the server. The monitor mleak

starts in configuration

guess x.(x = ⋆).rec x. ((x = ⋆).yes ⊕ (x , ⋆).X), ∅.

In its first step, the monitor mleak internally selects a concrete value d ∈ D for x.
Note that such a value is selected over a possibly infinite domain, reminiscent of
the countable nondeterminism studied in the classic paper [23]. Assume that the
monitor chooses the value 0 for x. In the next step, the system emits 1 and the
monitor checks for the guard (x = ⋆), which does not hold. Thus, the monitor
transitions to the configuration end, x 7→ 0, where it stays forever. Therefore, that
monitor run leads to an inconclusive verdict.



Assume instead that the monitor picks x = 1 in its first step. Then, as our
readers can check, the execution of the monitor continues and, after observing the
prefix 11 of the trace 110ω, the monitor raises a yes verdict. Thus, the trace is
accepted by the monitor, indicating that the system repeats its first action and thus
leaks its first data value.

Theorem 3.3 (Theorem 17 in [8]). The monitor m(φ) is sound and satisfaction-
complete for each φ ∈ cHMLd.

Remark. By duality, a similar result holds for formulae in sHMLd, for which one
can construct sound and violation-complete monitors.

The monitor model we have used to prove Theorem 3.3 is equivalent to a model
of register automata. Register automata were introduced in [59] as finite-memory
automata. They consist of a finite-state automaton equipped with a finite set
of registers that can store values from an infinite domain (here, D). A register
automaton can compare the value it reads with the content of its registers and move
accordingly. We eschew the formal definition of the model that we use to establish
the following result and limit ourselves to remarking that it is equivalent to that
of [32, Section 1.3], omitting labels, which play no role in our developments. We
refer the interested reader to [9, Appendix A.13] for the formal definitions and
technical details.

Theorem 3.4. Let L ⊆ D∗ be an extension-closed language. There exists an
alternating register automaton with existential guessing that recognises L if and
only if there exists a monitor that accepts exactly the traces in L.

This result echoes the equivalence between the alternation-free µ-calculus and
register tree automata presented in Theorems 3 and 7 in [58].

The correspondence also holds between register automata with no universal
(respectively, existential) states and monitors with no occurrences of ⊗ (respectively,
⊕). Moreover, if one defines match(r, b) def

= guess r.(b ∧ r = ⋆), all the above
correspondences hold for register automata without guessing and monitors whose
guess r construct is replaced with the match(r, b) one.

Since all those classes of register automata are inequivalent [32, Section 1.5], we
know that all those variants of monitors correspond to different classes of properties.
Thus, in cHMLd and sHMLd, removing conjunctions or disjunctions reduces
expressiveness, and the same holds when replacing existential quantification with
a match(r, b) construct (as defined in [18]). This also shows that deterministic
monitors (defined as the counterpart of deterministic register automata) are strictly
less expressive than non-deterministic or alternating ones, which invalidates [18,
Theorem 18].



A natural question to ask at this point is whether cHMLd suffices to express all
the formulae that have sound and satisfaction complete monitors. We now show
that, in contrast to the finite alphabet case [13, Proposition 4.18], that fragment is
not maximally expressive: there are properties that admit sound and satisfaction-
complete monitors that cannot be expressed in cHMLd. Indeed, some formulae
containing universal quantifiers are monitorable. As an example, consider the
property that states that the input is divided into blocks separated by dollar and
sharp symbols, and that all data values that appear in the second block appear in
the first block, which is formalised as follows:

L∀#∃$ =
{
d1 . . . dk$e1 . . . el# . . .

∣∣∣ ∀1 ≤ j ≤ l,∃1 ≤ i ≤ k, di = e j

}
, (6)

That property admits a sound and satisfaction-complete monitor: the monitor reads
the first two blocks by waiting to see the $ and then the #; if this never happens, it
means that the input violates the property. Otherwise, the monitor can check that
all data values in the second block appear in the first one by processing them one
by one, going back and forth.

The property L∀#∃$ cannot be expressed in cHMLd—see [8, Proposition 21].
Intuitively, the length of the second block is unbounded, and its elements have
to be compared with elements that appear before in the input, so they cannot
be manipulated only using existential quantifiers, even with fixed points. Thus,
cHMLd is not a maximally expressive fragment whose formulae are monitorable
for satisfaction using ‘computable monitors’.

However, the property L∀#∃$ can be expressed in recHMLd thus:

φ∀#∃$ = ∃ x.γ(x) ∧ ∀ x. (γ(x) ∨ ψ(x)) , where:
γ(x) = min X. (⟨⋆ , $ ⟩ X ∨ ⟨⋆ = $ ⟩min Y. (⟨⋆ = # ⟩ tt ∨ ⟨⋆ , x ⟩Y))
ψ(x) = min Z. (⟨⋆ = x ⟩ tt ∨ ⟨⋆ , $ ⟩Z).

The formula γ(x) is called the guard, and sets a monitorable bound on the maximal
position where a candidate x violating the formula ψ can be found. This way, once
the bound is found, the monitor knows that the subsequent data values that appear
need not be checked. Here, it expresses that the trace starts with two blocks—ended
by $ and #, respectively—and that x does not appear in the second block: first, look
for a $; once it is found, look for a #, and if in the meantime x is encountered, the
formula cannot recurse and therefore rejects.

The formula ψ(x) is the universally quantified property, and since we are
looking for satisfactions, its universal quantification has to be limited to finitely
many values to ensure that it has a finite witness, hence the disjunction with the
guard. Here, it expresses that x appears in the first block. Summing up, the
conjunct ∃ x.γ(x) ensures that a trace has the form w1$w2#u for some w1,w2 ∈ D

∗



and u ∈ Trcd, while the conjunct ∀ x. (γ(x) ∨ ψ(x)) yields that every d ∈ D
occurring in w2 also occurs in w1.

Based on a substantial generalisation of the pattern highlighted by the guarded
formula φ∀#∃$, in [8, Theorem 26] we offer a characterisation of the collection
of formulae in recHMLd without greatest fixed points that can be monitored in a
sound and satisfaction-complete fashion by computable monitors. The definition
of that fragment and the proofs of the technical results for it are too intricate to be
discussed in this survey article; they can be found in [8, Section 4.1] and [9]. It turns
out that the fragment we identify does not express all the formulae in recHMLd

that have sound and satisfaction-complete monitors. However, in a precise sense,
this is the best we can do: there is no maximally monitorable fragment of recHMLd

that is effective (see [8, Corollary 29]).

4 Exhibit C: Centralised and decentralised monitor-
ing of hyperproperties

The last leg of our journey brings us to the very active study of runtime
monitoring for hyperproperties—see, for instance, [2, 21, 33, 34, 40, 41, 48, 53].
Hyperproperties were introduced in [44] as sets of hypertraces, which are sets
of traces that may be seen as describing different system executions or the con-
tributions of different sequential processes to a system execution. Since their
introduction, hyperproperties have become a fundamental, trace-based formalism
for expressing security and privacy properties, verified using static and dynamic
techniques [21,31,33,34,40,48] implemented in a variety of tools [30,47]. Several
extensions of temporal logics have been proposed in the literature to describe
hyperproperties. Examples of such logics include HyperLTL, HyperCTL∗ [43],
Hyper2LTL [31], and those based on variations on the µ-calculus [2, 53].

In our work [3, 4], we have used a view of hypertraces that differs from the
classic, set-based one from [44]. As in Section 2, we assume a finite set of actions
Act that contains at least two actions and write Trc for the collection of infinite
traces over Act. Given a finite and non-empty set L of locations, ranged over by ℓ,
a hypertrace T over L is a function from L to Trc. The set of hypertraces on L is
denoted by HTrcL.

Intuitively, a hypertrace describes an execution of a (distributed) system with
|L| users; every user is located at a unique location chosen from L and each user is
mapped to the trace they perform.

For t, t′ ∈ Trc, we write t
a
−→ t′ whenever t = at′. We call a function A : L →

Act a hyperaction. For T,T ′ ∈ HTrcL, we write T
A
−→ T ′ whenever T (ℓ)

A(ℓ)
−−−→ T ′(ℓ),



for every ℓ ∈ L. Notice that, for each T , there is a unique pair A and T ′ such that

T
A
−→ T ′: more precisely, for every ℓ ∈ L, we have that A(ℓ) = a and T ′(ℓ) = t′,

whenever T (ℓ) = at′. We denote the A and T ′ just defined by hd(T ) and tl(T ),
respectively.

The notation we just presented reflects the classic synchronous view of hy-
pertraces and hyperproperties, according to which, at every step, a system pro-
ceeds by performing an action in Act at each of its locations. In this setting,
a finite hypertrace S is a function from L to Actn, for some n ≥ 0. Each fi-
nite hypertrace S results from the pointwise concatenation of some hyperactions
A1, . . . , An : L → Act, for some n ≥ 0, thus:

S (ℓ) = A1 · · · An(ℓ) = A1(ℓ) · · · An(ℓ).

The concatenation of a finite hypertrace and a (finite) hypertrace is defined anal-
ogously in pointwise fashion. We say that a finite hypertrace S is a prefix of a
hypertrace T if S (ℓ) is a prefix of T (ℓ) for each ℓ ∈ L—that is, there is some
hypertrace U such that T (ℓ) = S (ℓ)U(ℓ), for each ℓ ∈ L. A set of finite hypertraces
is extension closed if whenever it contains some finite hypertrace S , then it also
contains S W for each finite hypertrace W.

4.1 Syntax and semantics of Hyper-recHML
We adopt a variation on recHML, which we call Hyper-recHML, as the logic to
specify hyperproperties. We assume two disjoint and countably infinite sets Π and
V of location variables and logical variables, ranged over by π and X, respectively.
Formulae of Hyper-recHML are constructed as follows:

φ ::= tt | ff | φ ∧ φ | φ ∨ φ | min X.φ | max X.φ | X |
∃π.φ | ∀π.φ | π = π | π , π | [aπ]φ | ⟨aπ⟩φ.

The new constructs with respect to those used in recHML are existential and
universal quantification over locations, equality and inequality tests on location
variables, and location-variable-indexed versions of the usual Hennessy-Milner
modalities where [aπ] stands for ‘necessarily after a at the location bound to π’, and
⟨aπ⟩ denotes ‘possibly after a at the location bound to π’. Using these constructs,
one can express properties such as ‘the trace observed at each location starts with
an a’ (as ∀π.⟨aπ⟩tt) and ‘there are two different locations whose trace starts with an
a’ (as ∃π1.∃π2.⟨aπ1⟩tt ∧ ⟨aπ2⟩tt ∧ π1 , π2).

The usual notions of closed and guarded formulae apply as in the previous
sections and we tacitly restrict ourselves to those formulae. Moreover, we consider



⟦tt⟧ρσ = HTrcL ⟦ff⟧ρσ = ∅ ⟦X⟧ρσ = ρ(X)
⟦φ ∧ φ′⟧ρσ = ⟦φ⟧

ρ
σ ∩ ⟦φ

′⟧ρσ
⟦φ ∨ φ′⟧ρσ = ⟦φ⟧

ρ
σ ∪ ⟦φ

′⟧ρσ

⟦max X.ψ⟧ρσ =
⋃
{S | S ⊆ HTrcL and S ⊆ ⟦ψ⟧ρ[x 7→S]

σ }

⟦min X.ψ⟧ρσ =
⋂
{S | S ⊆ HTrcL and S ⊇ ⟦ψ⟧ρ[x 7→S]

σ }

⟦∃π.φ⟧ρσ =
⋃
ℓ∈L

⟦φ⟧
ρ
σ[π7→ℓ]

⟦∀π.φ⟧ρσ =
⋂
ℓ∈L

⟦φ⟧
ρ
σ[π7→ℓ]

⟦π = π′⟧ρσ =

HTrcL if σ(π) = σ(π′)
∅ otherwise

⟦π , π′⟧ρσ =

HTrcL if σ(π) , σ(π′)
∅ otherwise

⟦[aπ]φ⟧ρσ = {T | hd(T )(σ(π)) = a implies tl(T ) ∈ ⟦φ⟧ρσ}
⟦⟨aπ⟩φ⟧ρσ = {T | hd(T )(σ(π)) = a ∧ tl(T ) ∈ ⟦φ⟧ρσ)}

Figure 6: The semantics of Hyper-recHML.



formulae whose bound location variables are all pairwise distinct (and different
from the free variables, when we need to define notions over open fomulae).

The semantics of formulae φ in Hyper-recHML is defined over HTrcL through
the function ⟦−⟧ρσ, as shown in Figure 6, by exploiting two partial functions:
ρ : V ⇀ 2HTrcL , which assigns a set of hypertraces over L to all free logical
variables occurring in φ, and σ : Π ⇀ L, which assigns a location to all free
location variables in φ. In what follows, we tacitly assume that the free logical and
location variables in a formula φ are always included in the domains of ρ and σ,
respectively. The function ρ gives the semantics of logical variables and σ keeps
track of the location associated with each location variable. The function σ is
extended every time a new variable π is introduced (through ∃π or ∀π) to check
whether the body of the quantification holds for some or for all locations.

All the constructs have the expected semantics. In particular, a formula ⟨aπ⟩φ
holds true at hypertrace T if the trace in T at the location bound to π starts with an
a and tl(T ) satisfies φ; by contrast, a formula [aπ]φ can also hold true if the trace in
T at the location associated to π does not start with an a.

Whenever φ is closed (i.e., without any free variable), the semantics is given by
⟦φ⟧∅

∅
, where ∅ denotes the partial function with empty domain. Notationally, we

shall simply write ⟦φ⟧ instead of ⟦φ⟧∅
∅
. We say that T satisfies the closed formula

φ if T ∈ ⟦φ⟧.

Example 4.1. For example, consider the set of actions {a, b}; then, the hyperprop-
erty

φa = ∀π.max X.
(
⟨bπ⟩X ∨ ∃π′.(π′ , π ∧ ⟨aπ′⟩X)

)
(7)

is a consensus-type property stating that, at every position of every trace, whenever
there is an a there is another trace that also has a. Using the definition of the
semantics of the logic, it is not hard to see that the hypertrace T1 over the set of
locations {ℓ1, ℓ2, ℓ3} that maps ℓ1 to aω, ℓ2 to baω and ℓ3 to (ba)ω does not satisfy
the property φa: what breaks the property is the first position. On the other hand,
the hypertrace T2 that maps ℓ1 to aω, ℓ2 to (ab)ω and ℓ3 to (ba)ω does satisfy φa

because at each position there are two traces that exhibit an a. The hypertrace T3

that maps each location to bω also satisfies φa since no a is ever observed.

As argued in [3, Section 2.2], Hyper-recHML is more expressive than Hy-
perLTL and HyperCTL∗. This additional expressiveness is also present in the
fragments of that logic for which we can synthesise sound and violation-complete
monitors.

4.2 What are the monitorable Hyper-recHML formulae?
Following our presentation in the classic setting (Section 2) and in the one with
data (Section 3), we can abstractly characterise an irrevocable monitor m for some



v
A
−→ v

A(ℓ) = a

aℓ.m
A
−→ m

A(ℓ) , a

aℓ.m
A
−→ end

m[rec x.m/x]
A
−→ m′

rec x.m
A
−→ m′

m
A
−→ m′

m + n
A
−→ m′

n
A
−→ n′

m + n
A
−→ n′

m
A
−→ m′ n

A
−→ n′

m ⊙ n
A
−→ m′ ⊙ n′

Figure 7: The operational semantics for centralised monitors, where ⊙ ∈ {⊗,⊕}.

hyperproperty by means of two disjoint sets of finite hypertraces A(m) and R(m) that
are extension closed. Using those sets, we can define when a monitor m is sound
and violation- or satisfaction-complete for some property φ ∈ Hyper-recHML
by mimicking Definition 2.2. In what follows, we focus solely on monitors that
detect violations and therefore we identify a monitor with the set R(m) of finite
hypertraces that it rejects.

Example 4.2. Assume that L = {ℓ1, ℓ2} and that Act = {a, b}. Let m be a monitor
such that R(m) consists of all the finite hypertraces S such that S (ℓ1) or S (ℓ2) starts
with a b. Then m is sound and violation-complete for the formula ∀π.⟨aπ⟩tt.

Following the lead of the work we discussed in the previous sections, we now
present a monitoring system that is based on centralised, omniscient monitors
that can monitor for a collection of hyperproperties expressed in a fragment of
Hyper-recHML.

The set of centralised monitors CMon, ranged over by m, n, is given by the
following grammar:

m ::= yes | no | end | aℓ.m | m + m | m⊕m | m⊗m | rec x.m | x.

Our readers are already familiar with nearly all the constructs for monitors in
CMon. The only new ingredient is the prefixed monitor aℓ.m, which checks if
location ℓ is currently performing an a and, in that case, continues as m.

The operational semantics of centralised monitors is given in Figure 7 and
follows the intuitive explanations we gave earlier for the different operators. In
particular, a monitor that waits for an action at some location (as prescribed by
aℓ) can either see that action at ℓ (as stated by an hyperaction A) and proceed
in its observation, or it does not observe that action and stops its monitoring
activity, by reporting end. Recursive monitors should be unfolded to evolve. A



v⇛ v
m⇛ end n⇛ end

m ⊙ n⇛ end

m⇛ yes

m⊕n⇛ yes

m⇛ no

m⊗n⇛ no

m⇛ v

m + n⇛ v

m⇛ no n⇛ v

m⊕n⇛ v

m⇛ yes n⇛ v

m⊗n⇛ v

m[rec x.m/x]⇛ v

rec x.m⇛ v

Figure 8: Verdict evaluation for centralised monitors (up to commutativity of +, ⊗,
and ⊕).

non-deterministic choice m + n can initially behave like m and discard n in doing
so or vice versa. Finally, once issued, a verdict never changes; possibly different
verdicts obtained in different parallel branches of the monitor can be composed
conjunctively or disjunctively. This is represented by the judgement⇛ defined
by the rules in Figure 8. Amongst other things, those rules state that yes and no
are the absorbing elements for ⊕ and ⊗, respectively, and the neutral elements for
⊗ and ⊕, respectively, that verdict evaluation of a non-deterministic monitor is
non-deterministic as well, and that recursive monitors must be unfolded before
they can be properly evaluated.

As our attentive readers might have noticed already, the aforementioned syntax
of centralised monitors is very general and allows one to write monitors that can
omit inconsistent verdicts. For example, the monitor yes + no can immediately
report both a yes and a no verdict via the transitions yes + no ⇛ yes and yes +
no⇛ no, respectively. In what follows, we tacitly restrict ourselves to consistent
monitors. Our monitor-synthesis procedures only generate consistent monitors
from formulae in Hyper-recHML.

The transition relation −→ can be extended to finite hypertraces by stipulating

that m
A1···An
−−−−→ m′ holds if and only if the pair of monitors (m,m′) is contained in

the composition of the relations
A1
−→,. . . ,

An
−→. Using the operational semantics of

monitors given in Figures 7-8, we can now associate sets of finite hypertraces A(m)
and R(m) to each centralised monitor m thus:

A(m) = {A1 · · · An | m
A1···An
−−−−→ m′ ⇛ yes, for some m′} and

R(m) = {A1 · · · An | m
A1···An
−−−−→ m′ ⇛ no, for some m′}.

Example 4.3. Let us revisit the setting of Example 4.2, where we assumed that



cm(tt)σ = yes
cm(ff)σ = no
cm(X)σ = x

cm(max X.φ)σ = rec x.cm(φ)σ
cm(φ ∧ φ′)σ = cm(φ)σ ⊗ cm(φ′)σ
cm(φ ∨ φ′)σ = cm(φ)σ ⊕ cm(φ′)σ

cm(∀π.φ)σ =
⊗
ℓ∈L

cm(φ)σ[π7→ℓ]

cm(∃π.φ)σ =
⊕
ℓ∈L

cm(φ)σ[π7→ℓ]

cm(π = π′)σ =

yes if σ(π) = σ(π′)
no otherwise

cm(π , π′)σ =

yes if σ(π) , σ(π′)
no otherwise

cm([aπ]φ)σ = aσ(π).cm(φ)σ +
∑
b,a

bσ(π).yes

cm(⟨aπ⟩φ)σ = aσ(π).cm(φ)σ +
∑
b,a

bσ(π).no

Figure 9: Centralised monitor synthesis.



L = {ℓ1, ℓ2} and that Act = {a, b}. Consider the monitor

m = (aℓ1 .yes + bℓ1 .no) ⊗ (aℓ2 .yes + bℓ2 .no).

It is not hard to see that R(m) consists of all the finite hypertraces S such that S (ℓ1)
or S (ℓ2) starts with a b. Therefore, as we saw in Example 4.2, m is sound and
violation-complete for the formula ∀π.⟨aπ⟩tt.

We now show how to automatically construct sound and violation-complete
monitors from formulae in Hyper-recHML without least fixed-point operators. The
definition of the synthetised monitor is given by induction on a formula φ and is
parametrised by a partial function σ, assigning a location to all the free location
variables of φ; when φ is closed, we consider cm(φ)∅. The formal definition is
given in Figure 9. A monitor synthetized from a greatest-fixed-point formula is
itself recursive and intuitively checks whether some unfolding of the formula is
violated. The monitor for φ ∧ φ′ (respectively, φ ∨ φ′) is obtained as the ‘parallel
and’ (respectively, the ‘parallel or’) of the monitors synthesised from φ and φ′.
Universal and existential quantifiers are treated as conjunctions and disjunctions,
respectively, and use the function σ to assign values to the newly introduced
location variable. Finally, the monitors for formulae of the form [aπ]φ and ⟨aπ⟩φ
look for an occurrence of action a at the location bound to π in σ; if such action
is observed at that location, then the monitor proceeds by checking the rest of
the formula, otherwise the monitor for ⟨aπ⟩φ returns no whereas the monitor for
[aπ]φ returns yes. Notice that we are using the choice operator ‘+’ here to consider
only one of the possible observations (corresponding to the action occurring at the
location σ(π)) and discarding all the other ones.

The following result states the correctness of the monitor-synthesis function
given in Figure 9—see Theorems 3.5 and 3.8 in [4] for its proof.

Theorem 4.1. Let φ be a closed formula in Hyper-recHML that does not contain
occurrences of least-fixed-point operators and let T ∈ HTrcL. Then cm(φ)∅ rejects
T iff T < ⟦φ ⟧.

The above results tells us how to generate sound and violation-complete cen-
tralised monitors for a fragment of our touchstone logic Hyper-recHML. However,
when verifying a distributed system, having a central authority that performs any
type of runtime verification is a strong assumption, as it reduces the appeal of distri-
bution, creates single points of failure during verification and can pose problems in
storing all the traces locally, especially in light of the wide availability of multi-core
systems. Thus, in [3, 4, Section 4], we studied to what extent hyperproperties can
be monitored by decentralised monitors; these avoid high contentions (leading to
vastly improved scalability [17]) and also offer better privacy guarantees (whenever
they are stationed locally at the nodes where the respective traces are generated).



Intuitively, in a decentralised-monitoring setting, we associate monitors defined
as in Figure 3, with locations. A monitor m located at ℓ, denoted by [m]ℓ, observes
only actions required to happen at ℓ, thus allowing the processing of events to
occur locally. As in [2], located monitors of the form [m]ℓ are nodes in a structure
that resembles a Boolean circuit, which allows them to combine their individual
verdicts into a global one. However, unlike in the aforementioned reference,
in [3,4] we introduce the possibility for monitors to communicate with one another
and coordinate their behaviour when checking for properties involving several
quantifiers, and therefore the interplay between various traces in a hypertrace. To
this end, we extend the syntax of local monitors from Figure 3 with a new prefixing
operator of the form c.m, where c is a communication action. The form of monitor
communication we studied in [3, 4] was multicast and involved communication
actions of the form (!G, γ), for sending γ to all locations in the group G, and (?G, γ),
for receiving γ from any monitor from the set of locations G.

The details of the operational semantics of decentralised monitors are rather
involved, and so is the procedure for synthesising decentralised monitors from
formulae in Hyper-recHML without least fixed points that are Boolean combina-
tions of formulae in prenex form. (See [3, Section 4.2] for the precise definition of
that fragment of Hyper-recHML.) We therefore refer our readers to the aforemen-
tioned reference for details. Here we limit ourselves to mentioning that the proof
of correctness in the decentralised case is considerably more technical than the
corresponding proof of Theorem 4.1, due to the intricate communication semantics
of decentralised monitors. To address the resulting technical challenges, we again
rely on classic tools from concurrency theory to develop a proof strategy where we
prove the correctness of the decentralised monitor synthesis procedure using the
centralised one as a yardstick. More precisely, in [3, Definition 13] we identify six
properties of a decentralised monitor synthesis that make it ‘principled’ and we
show that, when a decentralised monitor synthesis is principled, the centralised and
decentralised monitors synthesised from a formula are related by a suitable notion
of weak bisimulation (see [3, Theorem 14]). Apart from supporting the definition
of decentralised monitor synthesis procedures, this result allows us to reduce the
correctness of our decentralised monitor synthesis to that of the centralised one,
which can in turn drive the definition of further synthesis procedures in future
work.

5 Concluding remarks

The goal of this article was to provide an introduction to some of our work
on runtime monitoring, highlighting the role that classic concurrency theory has



played in our technical developments. It is not up to us to assess the value of
what we have achieved thus far for the runtime monitoring community, but we
hope that some of the readers of this article will be enticed to study the technical
contributions in the papers mentioned in the bibliography in more detail.

Our research journey in the theoretical foundations of runtime monitoring is by
no means over and much remains to be done. For example, our work presented in
Sections 3–4 falls short of providing theoretical developments that are as general
and complete as those in the classic setting studied in Section 2. For example,
we still need to develop an elegant (process-algebraic) model of monitors that are
sound and satisfaction-complete for the maximally-expressive, guarded fragment
of recHMLd identified in [8]. Moreover, in the setting of Hyper-recHML, we are
still missing maximality and expressiveness results. For instance, it is natural
to wonder whether the fragment of that logic for which we synthesised sound
and violation-complete monitors can express all the hyperproperties for which
such monitors exist. Moreover, we do not know yet whether the decentralised
monitors with multicast communication we studied in [3, 4] are less powerful than
the centralised monitors. And does the expressive power of decentralised monitors
depend on the form of communication they employ? We are currently working on
these questions and on some others through the lens of concurrency theory, and
hope to report on any answers we might obtain in future papers. To quote the title
of an ERC project led by Thomas A. Henzinger on the topic of runtime monitoring,
‘VAMOS!’3
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